
Attack and Contingency Response 
Planning for ccTLDs

Introduction to Anycast



What is Anycasting?

•ά!ƴȅŎŀǎǘ ƛǎ ŀ ƴŜǘǿƻǊƪ ŀŘŘǊŜǎǎƛƴƎ ŀƴŘ ǊƻǳǘƛƴƎ 
scheme whereby data is routed to the 
"nearest" or "best" destination as viewed by 
ǘƘŜ ǊƻǳǘƛƴƎ ǘƻǇƻƭƻƎȅΦέ ςWikipedia

•This means announcing the same IP address 
from multiple locations.
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L-ROOT Example

•L.root-servers.net can be found at 
199.7.83.42

•The IPv4 address prefix 199.7.83.0/24 is 
announced by ICANN routers in Los Angeles 
under AS20144

•The same AS# and IPv4 range are also 
announced by ICANN routers in Miami. 
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Both networks look the same!

L-LAX

L-MIA
199.7.83.0/24

199.7.83.42

199.7.83.42

199.7.83.0/24

NS

Packets will find their way to 
topologically closest instance
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LǘΩǎ ǊŜŀƭƭȅ ǘƘŀǘ ǎƛƳǇƭŜ ōǳǘΧ

•Because physical destination changes this is 
really only useful for UDP or short lived TCP 
sessions.

•DNS is mainly UDP based with some short 
lived TCP sessions. 

•Zone transfers and management of Anycast 
systems tend to still use Unicast.
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Management interfaces have unique IP 
Addresses! (Not Anycast)

L-LAX

L-MIA
199.7.83.0/24

199.7.83.42

199.7.83.42

199.7.83.0/24

Management: x.y.z.0/24

Management: a.b.c.0/24
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Anycast ςAn Example
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DDoS Amplification Attack with 
Geographic Diversity and Anycasting



Anycast ςAn Example

Registrant

NS1

International 
User

Geographic 
SeparationAnycastingInternal 

User

NS2
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ccTLD

LAX

MIA

Anycast ςAn Example

The ccTLD Network

- Anycast & Geographic Diversity

- Provides DDoS Survivability

Registrant

NS1

International 
User

Internal 
User

NS2
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Anycast ςAn Example

The ñOpen Resolverò DNS Servers

- Located Anywhere on the Internet

- Vulnerable to Recursive Queries

NS1

NS2
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Anycast ςAn Example

The Zombies of a BotNet

- Potentially Thousands of Hosts

- Spread Throughout the Internet

NS1

NS2
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Anycast ςAn Example

Malicious DNS Server ñhack.example.comò

- Configured with Large DNS Responses

- Single Query Returns A, TXT and SOA

- High TTL to Avoid DDoS on Itself

NS1

NS2
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Anycast ςAn Example

BotNet Control Server

- Sends Commands to Zombie Hosts

- Receive Data From Zombie Hosts

NS1

NS2
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Anycast ςAn Example

The Bot Herder

- Being Paid to DoS ccTLD

$$$

NS1

NS2
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NS1

NS2

Anycast ςAn Example

The Bot Herder Starts Attack

- Issues Commands to Zombies

- Zombies Issue Spoofed DNS Queries

01

01
01
01
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NS1

NS2

Anycast ςAn Example

Open Resolvers ñAttackò ccTLD

- DNS Query hack.example.com (60 bytes)

- hack.example.com Responds (4000 bytes)

- Resolvers Forward to ccTLD 

- Anycast spreads attack over two servers

hack.example.com
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NS1

NS2

Anycast ςAn Example

Attack In Progress

- Zombie Hosts Repeat Spoofed Queries

- Amplification Factor (4000 / 60) = 66!

- Attack is spread over 2 servers

hack.example.com
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Anycast - Configuration

•Route advertisement via BGP

•Geographic diversity for servers

•wŜƳŜƳōŜǊ ǿƘŀǘ ȅƻǳΩǊŜ ǘǊȅƛƴƎ ǘƻ ǎƻƭǾŜ 

–DDoS from multiple points in the world
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L-MIA
199.7.83.0/24

199.7.83.42

199.7.83.42

199.7.83.0/24

NS



Questions?

ωDo you have any questions about Χ
ςAnycasting

ςWhy it is Useful
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