
Attack and Contingency Response 
Planning for ccTLDs

A Primer on Cyber Threats to ccTLDs



Overview

ÅCyber Threats ςDescription, Motivation, 
Effects & Mitigation

ïZone Transfer

ïNon-Authoritative Spoofing

ïInternal Poisoning

ïExternal Poisoning

ïSingle Point of Failure

ïDistributed Denial of Service (DDoS)
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Threats

First ïA ñNotionalò Architecture
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Notional ccTLD Architecture

ÅCore Architecture

The Minimum to Get the Job Done

Your Implementation May Differ!
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Notional ccTLD Architecture

Registrant ïRequests Assignment, 

Updates, Removal

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

5

NS1

NS2

Registrant
User



Notional ccTLD Architecture

Registry ïPublishes and Maintains 

Assignments
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Notional ccTLD Architecture

DNS Servers ïStores and Serves Records
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Notional ccTLD Architecture

Border Gateway ïEntry to ccTLD Network
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Notional ccTLD Architecture

User ïRequests Name Resolution
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Threats

Zone Transfer
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Threats ςZone Transfer 

ÅConcept - Enumeration
ïUsed to Retrieve All Information From a DNS Server

ïNormally Used by Secondary to Sync with Primary

ÅMotivation
ïPolitical : DNS Administrators May List Sensitive 

Information in Zone Comments

ïFinancial : Can be Used to Find Addresses That are NOT 
Currently Registered for ά5ƻƳŀƛƴ {ǉǳŀǘǘƛƴƎέ

ïMalicious: Can be Used to Obtain Information for Use in 
Future Attacks
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Attacker Issues Command

- Command Sent to DNS Server

- Server Responds with Information

Threats ςZone Transfer 

ÅAttack Vector

C: \ nslookup

Default Server: ns1.example.net

Address: 127.0.0.1

> set type=any 

> ls - d example.net

01
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Threats ςZone Transfer 

ÅResult: Information

[dns1.example.net] 
example.net. SOA dns01.example.net test.dns02.example.net. (1 
3600 600 86400 3600) 
example.net. NS dns01.example.net 
example.net. NS dns02.example.net 
example.net. MX 10 email.example.net 
testpc TXT "payment processing computer" 

testpc A 10.10.10.2 
ŀŘƳƛƴǎǇŎ ¢·¢ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎ t/Ϧ 

adminspc A 10.10.10.3 
test CNAME adminspc.test.net 

Other DNS Servers
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Threats ςZone Transfer 

ÅResult: Information
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[dns1.example.net] 
example.net. SOA dns01.example.net test.dns02.example.net. (1 
3600 600 86400 3600) 
example.net. NS dns01.example.net 
example.net. NS dns02.example.net 
example.net. MX 10 email.example.net 
testpc TXT "payment processing computer" 

testpc A 10.10.10.2 
ŀŘƳƛƴǎǇŎ ¢·¢ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎ t/Ϧ 

adminspc A 10.10.10.3 
test CNAME adminspc.test.net 

Email Server
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Threats ςZone Transfer 

ÅResult: Information
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[dns1.example.net] 
example.net. SOA dns01.example.net test.dns02.example.net. (1 
3600 600 86400 3600) 
example.net. NS dns01.example.net 
example.net. NS dns02.example.net 
example.net. MX 10 email.example.net 
testpc TXT "payment processing computer" 

testpc A 10.10.10.2 
ŀŘƳƛƴǎǇŎ ¢·¢ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎ t/Ϧ 

adminspc A 10.10.10.3 
test CNAME adminspc.test.net 

Potentially Sensitive Computers
Identified by Comments
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Threats ςZone Transfer 

ÅRemediation via Configuration Change
ïRestrict Zone Transfers to ONLY Trusted Secondary DNS 

Servers
ïUse Transaction Signatures (TSIG) for Zone Transfers
ïAvoid having sensitive information in the zone file 

(comments or TXT entries)
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Threats

Non-Authoritative Spoofing
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Threats ςNon-Authoritative Spoofing

ÅConcept - Corruption
ïChange in Upstream DNS Server Causes Spoofed or 

Incorrect Resolutions

ï!ǘǘŀŎƪ 5ƻŜǎƴΩǘ ¢ŀǊƎŜǘ ccTLD Architecture 

ÅMotivation
ïMalicious: Denial of Service

ïPolitical: Denial of Service, Redirection
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Threats ςNon-Authoritative Spoofing

ÅAttack Vector

Attacker Modifies Upstream DNS Records 

www.example.net. 3600 IN A 127.0.0.1

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

19

NS2

Upstream DNS

NS1

NS2

Registrant
User #1

User #2



Threats ςNon-Authoritative Spoofing

ÅResult

Resolves Differently Than
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Threats ςNon-Authoritative Spoofing

ÅResult
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Threats ςNon-Authoritative Spoofing

ÅRemediation via Detection & Communication
ïccTLDs Do Not Control the Affected Infrastructure

ïDetection Becomes Critical 
ÅMonitor User / Registrant Communications

ÅMonitor Traffic Usage for Sites You Control ςa Significant and 
Sudden Drop in Traffic Could be a Problem

ïCommunicate Issue with Upstream Server Operators

ÅAlternative Solutions:
ïDiversity of Key Sites Under Different Name Registrations
ÅApril 2008 - ParticoColorado DoS in Paraguay
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Threats

Internal Poisoning

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

23



Threats ςInternal Poisoning 

ÅConcept - Corruption
ïChange of Registration Data via Internal Processes

ïIntentional
ÅDisgruntled Employees can Change Registry Data

ÅOutsiders Pretending to be a Customer Request an ά¦ǇŘŀǘŜέ ǘƻ 
Their Account

ïAccidental
ÅUntrained Employee

ÅTypos in Registry Data

ÅMotivation
ïMalicious: Denial of Service or Defacement

ïAccidental: None
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Threats ςInternal Poisoning 

ÅAttack Vectors

External Attacker Socially Engineers Change or 

Directly Attacks Registry DB

Internal Attacker Makes Change in Registry DB
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Threats ςInternal Poisoning 

ÅResults

ccTLD Servers Do Not Resolve 

- or - Resolve Inaccurately
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Threats ςInternal Poisoning 

ÅRemediation via Authentication & Authorization
ïAuthenticate All External Requests for Updates

ïInternal Authorizations of All Changes

ïBackup Registry Data on a Regular Basis
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Threats

External Poisoning
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Threats ςExternal Poisoning 

ÅConcept ςCorruption
ïChange of DNS Data via External Input 

ïAlso Known as Cache Poisoning

ïVulnerable Servers:
Å5b{ {ŜǊǾŜǊǎ ²ƘƛŎƘ tǊƻŎŜǎǎ ά!ŘŘƛǘƛƻƴŀƭέ LƴŦƻǊƳŀǘƛƻƴ

Å5b{ {ŜǊǾŜǊǎ ²ƘƛŎƘ tǊƻŎŜǎǎ άwŜŎǳǊǎƛǾŜέ wŜǉǳŜǎǘǎ

ÅMotivation
ïMalicious: Denial of Service or ά5ŜŦŀŎŜƳŜƴǘέ

ïAccidental: None 
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Threats ςExternal Poisoning 

ÅAttack Vectors

NS1

Attacker Controls example.com DNS Server

Attacker Queries ñexampleò ccTLD for www.example.com

ccTLD Queries example.com

Malicious Server Responds with Authoritative Answer 

AND Additional Listing for www.search.example

example.com

01

01
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Threats ςExternal Poisoning 

ÅResults

ccTLD Servers Resolving Inaccurately

- www.search.example resolves to www.hack.example

www.search.example
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Threats ςExternal Poisoning 

ÅRemediation via Configuration
ïAvoid running DNS caching services on the same servers 

that run the Authoritative Zone Data
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Threats

Single Point of Failure
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Threats ςSingle Point of Failure

ÅConcept ςDisruption
ïA Failure of a Component Causes Connectivity Loss

ïConfiguration Changes with Side Effects

ïDenial of Service Attacks 

ÅMotivation
ïMalicious: Denial of Service 

ïPolitical: Denial of Service

ïAccidental: None
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Threats ςSingle Point of Failure

ÅAttack Vector

Attacker Targets Single Point of Failure

Admins Perform Configuration Changes
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Threats ςSingle Point of Failure

ÅResults

?

Users Unable to Resolve ïCanôt Find Your Sites

May Get Redirected Elsewhere by ñHelpfulò Default 

Searches
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Threats ςSingle Point of Failure

ÅRemediation via Diversity
ïUnderstand Where Your Single Failure Points Are

ïAdd Duplicate Servers and Capacity Where One Exists

ïUse Automated Data Replication

NS2
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Threats

BotNets
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Threats ςBotNets

ÅCompromised Hosts (Zombies) are Centrally 
Controlled by a Single Entity (a Bot Herder)

ÅTypically Used for Malicious Purposes 
ïDDoS, spam, Non-attribution Attacks

BotNet ïñA collection of software robots, or bots, which run 

autonomously and automaticallyò

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

39



Evolution of a BotNet Attack

Bot Herder Establishes a Presence
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Evolution of a BotNet Attack

Bot Herder Creates a Delivery System

- Delivers ñBotNetò Payload to Hosts
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Evolution of a BotNet Attack

Bot Herder Creates DNS Control Server

- Issues Commands to Bots

- Receives Data From Bots
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Evolution of a BotNet Attack

Bot Herder Identifies Candidate Hosts

- Sends Baited E - Mail to Hosts

- Hosts Download Bot Malware from Server

- Hosts Become Zombies
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Evolution of a BotNet Attack

Bot Herder Identifies Target

- Issues Command via Control Server

- Zombies Receive Command from Server 

- Zombies Locate Target 

- Zombies Report Back to Server

01

01

01
01
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Evolution of a BotNet Attack

Bot Herder Launches Attack at Target

- Issues Command via Control Server

- Zombies Attack Target

- Bot Herder Issues Stop Command 

01

01

01
01
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Threats

Distributed Denial of Service
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Threats ςDDoS

ÅConcept ςDisruption
ïUse The DNS Protocols Against Itself

ïRegular Queries
ÅHow Many Queries per Second Can Your Servers Handle?

ÅHow Much Bandwidth Do You Have?

ïAmplification Attacks
ÅA Query Which Returns a Larger Amount of Data Than Original Request

ÅMotivation
ïMalicious: Denial of Service

ïPolitical: Denial of Service (Cyber Riots)

ïBadge of Honor: DoS the Root DNS Servers

ïAdvertising: Demonstrate Power of BotNet
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Threats ςDDoS

ÅAttack Vector

Attacker Uses BotNet to Send Queries to NS1

- Queries Overwhelm Server

- Queries Saturates Bandwidth
BotNet
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Threats

Amplification Attack

Attacking a Target Through the ccTLD

(There are Several Variations of DDoS Attacks 

²ŜΩƭƭ 5ƛǎŎǳǎǎ ! CŜǿ ¢ƘǊƻǳƎƘ 9ȄŀƳǇƭŜǎύ

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

49



Threats ςDDoS

NS1

NS2

The Bot Herder Starts Attack

- Issues Commands to Zombies

- Zombies Issue Spoofed DNS Queries

- ccTLD Replies to Target (Large Packet)

01

01
01
01

target.example.com
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Threats ςDDoS

ÅResults

?

ccTLD Appears to be Attacking example.com

Users unable to resolve ïcanôt find your 

hosts, may get redirected elsewhere by 

ñhelpfulò default searches
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Threats ςDDoS

ÅRemediation via Diverse Architecture
ïGeographic Separation

ïAnycasting

ïCountry Localized and Global Servers

ïLimit Size of Query Responses

Registrant

NS1

International 
User

Geographic 
SeparationAnycastingInternal 

User
Country 

Localized DNS
52

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

52

NS2



Notional ccTLD Architecture

Putting It All Together

Registrant

NS2

NS1

User

NS4

NS3
Internal

Internal

External

External
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