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Welcome

e Thank you to Dr. Paul Twomey, Dr. Greg
Rattray, and the ICANN staff

e Mr.Don Hollanderc &/ 2 YYdzy A 1 & h
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e Chris Fogle, CISSP

Delta Risk, LLC
cfogle@delta-risk.net

e Chris Evans, CEH
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Introductions

Name?

Where are you from?
Organization or activity?
Duties or responsibilities?
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Administrivia

Ensure you:
— Update your contact information on the roster
— Provide feedback on the course
During the course:
— Ask questions when you have them ¢ no need to wait
— Your experiences are valuable C please share them
— Schedule is mostly flexible
Course Materials
— ACRP Guidebook
— ACRP Workbook
— Table Workbook
Course support wiki
— SSID: cctld
— WPA2 Password: cctldwirelessl
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Course Agenda

e QOctober 29, 2008
08:30 ¢ 17:00

— 08:30 Welcome & Introduction
— 09:30 Block I: Anatomy of Disaster

» Contingency Case Studies

— 10:30 Block Il: Philosophy of Preparation

» Key Concepts and Terms

— 11:30 Lunch
— 13:00 Block lll:

» Determining Critical Assets and Operations
» Threats, Vulnerabilities, and Threat Scenarios
» Cyber Threats

e 14:30 Afternoon Tea
-7 Discussions
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Course Agenda

e October 30, 2008
09:00¢ 17:00

— 09:00 Block Il (continued)

» Cyber Threats (if needed)
» Anycast primer
» Analyze Risks

— 11:30 Lunch
— 13:00 Block Il (continued)

» Analyze Risks

— 14:00 Block IV: Risk Mitigation Plan
e 14:30 Afternoon Tea

— 16:00 Discussions ¢ CENTR Tool for Risk Assessment
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Course Agenda

e October 31, 2008
08:30 ¢ 11:30

— 08:30 Block V: Evaluating & Maintaining the Plan
— 10:30 ccTLD Discussions & Critique
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e Survey Course
— Dogs pot prevscribe any particular formaI, i
YSUK2R2f23eée | a auKS az
— Draws from various methodologies and
(hopefully) tailored for a small-medium enterprise

e Part of a broader security initiative
— DNS Security, Stability, and Resiliency
— ccTLD training resources, best practices
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e Course
— |s this helpful?
— How can we make it better?

 What would you like to see more of?
 What would you like to see less of?

e ccTLD Issues or Concerns
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BLOCK I: ANATOMY OF A DISASTER
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NOTE: This case study does not advocate for or against the

nature of government subsidized telcos. It seeks to examine

O2YaARSN)I GA2ya | aa20A1F 0SSR 6A0K |y
provide critical services during a contingency.

Case Study 1

SOLOMON TELEKOM

) l‘o,

Our 7W§
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Solomon Telekom
Background

e Solomon Telekom Co. Ltd., also referred to as
hdzNJ ¢St S12YX A4 0KS
authorized provider of telephone, cell phone
and network communications products and
services

e Run the Solomon Islands Network
Information Centre (sbNIC) which is the
registry responsible for maintaining the .sb
top level domain




Solomon Telekom
Background

* |n Spring 2008, some employees demanded the
removal of the Chief Executive (CE) for unfair
practices

— Evolving tension between local workers and
expatriate staff

e Labor strike was initiated on June 18th
~—A¢CKSNB 62yUG 0S lyeée FiA-:
businesses and individuals will not communicate

through fax, telephone, and email, resulting in an
almost total shutdown of communications with the

NBaid 2F GKS 662 NI R
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Solomon Telekom
Background

e By late June

— loss of satellite links to the provincial centers
providing the only services to the many separated
islands

— the main fiber optic cable lines were sabotaged
and cut at the central office

— significant numbers of systems were sabotaged,
2NJ aasSu dzLd a2z FlFAfeg ed

— staff who tried to come to work reportedly
threatened
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Solomon Telekom
vdzZSaidA2ya F2NJ RAa&aOdza a

e How would you prepare for an event like a labor strike which
could threaten to shut down a major network like Solomon

Telekom?

e How did the monopoly status of Solomon Telekom affect the
number of options they had available for continuing
telecommunications services for their customers?

 What specific actions might sbNIC have taken to ensure their
registry services were available during the strike?

17
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Solomon Telekom
Epilogue

* Businesses and critical infrastructure were
OO0ONRPdzZAKU U2 UKSANI 1Y
e ¢SES1T2YQa STF2NIa 02
workers thwarted by pre-negotiation between
t 201 ¢ YR NBIAZ2Y I ¢ %)

— prolonged the service outages

e ¢ KS {2t2Y2y Laf LY R&Q
0 KS NBa)\EI;fI GAZ2Y 2F
D2 {f26¢ 2V 0AY dzSR
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Solomon Telekom
Analysis

e sbNIC continued to function throughout due more tg
G3d322R FT2NldzySé GKFyYy | Oddzl f

e Mismanagement of the personal and political issues over a
long time likely precipitated the whole series of events

— Cultural issues and long standing prejudices were used and
abused in stirring up contentions

 Government involvement eventually restored services

e (Costs:

— major loss of service and critical communications to isolated
areas and customers

— the resignation of the Board of DirectorsA
~0FNYAAKAYT 2F GKS O2YLJ yeé Qa
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Case Study 2

BLOG.ICANN.ORG
3 ICANN Blog

TP Internet Corporation for Assigned Names and Numbers

ICANN
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blog.icann.org
Background

* Blog.icann.org is the official web log for ICANN

 Provides fast, direct communication between ICANN
and Internet community

 Postingis open to anyone - anywhere, no
authentication required

e Blog is active with posts and comments everyday
e Strict anti-abuse policies in place
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blog.icann.org
Background

e OnlJuly 1%, 2008, blog administrators received this message
via Jabber chat:

"Your Machine looks funny, have you been hacked?"
e The administrators found the site had been changed:

(%, ICANN Blog

nnnnn

Before After
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blog.icann.org
vdzSauAzya FT2N RAaOdzaa
 What policies or procedures do you have in place to detect

defacing of your website?

e How would you be notified that your website has been defaced?

e What would your response actions be when you are notified your
website has been defaced?

e How would you recover your website back to a known good state?

e How do you gain back the confidence lost in the integrity of your
system once you have been hacked?

23
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blog.icann.org
Epilogue

e Initial meeting of engineering staff to determine priorities and response
happened very quickly
— Preservation of Evidence vs. Quick Recovery

* Blog server disconnected from network C requests redirected to icann.org
e Copies of hard drive made for vulnerability analysis & forensics

* Internal analysis revealed vulnerability in the blog software, WordPress
within 8 hours

e Original disk and report turned over to law enforcement within 21 hours

e Server rebuilt (with updated WordPress!) & data restored from backup
within 31 hours

* Law enforcement investigation is ongoing C but low priority

24
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blog.icann.org
Analysis

* No documented plan for response or recovery existed

e Quick response and recovery was due to having the right people in
the right place at the right time. Those involved had been through
this a few times before.

A completely different outcome was probable had these particular
people not been available to respond.

* C(osts:
— Loss of service in communications tool ¢ during ICANN meeting
— Tarnished reputation ¢ fortunately minor, event was highly publicized
— Disruption of employees over 31 hour response & recovery time
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X a2 @KIFUuK
 Key Considerations:

— What activities could (should) have been discussed in order to prepare for the
eventuality of the incident?

— Could the event have been anticipated? Is it the type of event you would worry about?
What types of events or threats would (should) you be concerned about?

— What kind of impact would an event like this have on your critical operations or
business area? Does everyone in your organization know the extent of the potential
impacts?

— Do you know who you would call in order to coordinate your response? Do they know
you would call them?

e« 5A40dzaaArz2ya | oz2dzi X
— dzy RSNEOFIYRAY3 6KIG ¢g2ddR 06S | FFSOGSR I
— who you would coordinate with
— what your response would (should) be

X constitute critical steps in planning and preparation. If these
discussions take place before something bad happens, then
82dzQNBE 2y (GKS NARIKG GNF Ol o
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Questions?
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