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Section Objectives

A At the end of this section you will:

I Understand the key concepts and terms associated
with attack and contingency response planning
(ACRP)

I Understand the various planning processes related

to ACRP
A Risk Assessment, Business Continuity Planning, Busines
Impact Assessment

I ldentify the Key Tenets of planning for attack and
contingency response
I Understand the ACRP framework
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Overview

A Terms & Concepts

A Related Processes
I Risk Assessment
I Business Continuity Planning
I Contingency Planning
A Key Tenets
A A Basic Framework for ACRP
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A Attack and Contingency Response Planning
(ACRP) Isiask-based strategyor preparing an
enterprise(or operation) for an attacldisaster
or contingency
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are before you design your protection
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from whatever threatens it
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A 39% ofClOdacked confidence in their disaster readiness

[Study by Harris Interactive, Inc., September 2006]

A lna study of companies that experienced a major data
loss without having a plan in place:

I 43% never reopen, 51% close within two years, 6% survive lon

tel’m [Cummings, Haag BicCubbrey 2005, inSnedakelr
A 80% of data [0SS is humaIRUSE eumerues

A World Trade Center
I After 1993 bombing: 42% failure rate (150/350 businesses)
I After 9/11: majority of financial firms back up and running
within days
Aa{YlIff O2YLIyASa 2FG4Sy alLl
company picnics than for an event that could put them
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Cyber Attack vs. Disaster / Contingency

Intent is to keep your critical
business or services available and
operating
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A Business Continuity Plan / Business
Recovery Plan

A COOP
A Cyber Incident Response Plan

A Continuity of Support Plan / IT
Contingency Plan NIST SP 800-34

A Disaster Recovery Plan
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Business Continuity Plan (BCP)
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business functions during and after a disruptjon
A May be written for a specific business

process or may address all key business
processes

A May not address lonterm recovery of
processes and return to normal operatiops

Business
Continuity;
Plan (BCP)
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Business Recovery Plan (BRP)

Addresses restoration of business processes
after an emergency

continuity of critical processes
throughout an emergency or disruption
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NIST SP 800-34
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