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DETERMINING CRITICAL ASSETS 
AND OPERATIONS

Block III: Attack and Contingency Response Planning
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Section Objectives

ÅAt the end of this section you will be 
introduced to:

ïConcepts of critical operations, assets, services, 
functions, and relationships

ï²ŀȅǎ ǘƻ ƛŘŜƴǘƛŦȅ ǿƘŀǘΩǎ ŎǊƛǘƛŎŀƭ

ïBusiness Objectives

ïConcepts of business impact assessment
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Overview

ÅDŜǘǘƛƴƎ ǎǘŀǊǘŜŘΧ

ÅLŘŜƴǘƛŦȅƛƴƎ ǿƘŀǘΩǎ ŎǊƛǘƛŎŀƭ

ÅBusiness Objective Areas

ÅBusiness Impact Assessment
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ACRP Process
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Determine Critical 
Assets & Processes

Identify Threats

Identify 
Vulnerabilities

Assess the Risk

Identify Mitigation 
Strategy

Develop Plan

Train, Test & 
Maintain Plan

Identify Impacts

Project 
Initiation



¢ƘƻǳƎƘǘǎ ƻƴ Χ tǊƻƧŜŎǘ Lƴƛǘƛŀǘƛƻƴ

ÅKeys to successful ACRP process

ñ Executive Support

ñ User Involvement

ñ Experienced Project Manager

ñ Clearly Defined Scope & Objectives

ñ Shorter Schedule, Multiple Milestones

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

6

Difficulty varies by the size and complexity 

of your business operation



Project team Χ
ÅDedicated team leader 

(and assistant)

ÅEach main business and 
operational area of the 
organization

ïSubject matter experts 
on their function and its 
key risk areas
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What would a ccTLDteam look like?



Documentation Requirements Χ
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Process 
Template: 

Project 
Initiation



Candidate Project DeliverablesΧ

ÅBusiness risk and impact analysis
ÅEmergency and recovery 

procedures
ÅChecklists for coping with attack 

and contingency response (and 
recovery)
ÅPlans for testing attack and 

disaster response processes
ÅPlans for training staff on the 

processes
ÅProcedures for keeping the plan 

current
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ACRP Process
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Determine Critical 
Assets & Processes

Identify Threats

Identify 
Vulnerabilities

Assess the Risk

Identify Mitigation 
Strategy
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Train, Test & 
Maintain Plan

Identify Impacts

Project 
Initiation



Determine Critical Assets & Operations
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Critical 
Systems & 

People

Critical Assets, 
Functions, 
Operations

Business 
Objectives

Question:  What are your 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ƴƻǎǘ 
important objectives?

Question:  What are the most 
important aspects of your 
ōǳǎƛƴŜǎǎ ǘƘŀǘ ȅƻǳ ŎŀƴΩǘ ŀŦŦƻǊŘ ǘƻ 
lose?


