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Block IlI: Attack and Contingency Response Planning

DETERMINING CRITICAL ASSETS
AND OPERATIONS
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Section Objectives

A At the end of this section you will be
Introduced to:

I Concepts of critical operations, assets, services,
functions, and relationships
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I Business Objectives
I Concepts of business Impact assessment
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Overview
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A Business Obijective Areas
A Business Impact Assessment
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ACRP Process

Project Determine Critical

Initiation Assets & Processe; |dentify Impacts
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A Keys to successful ACRP process

1 Executive Support

User Involvement

Experienced Project Manager

Clearly Defined Scope & Objectives
Shorter Schedule, Multiple Milestones
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< Difficulty varies by the size and complexity

of your business operation




Project teamX |
A Dedicated team leader

(and assistant)

A Each main business an
operational area of the
organization

I Subject matter experts
on their function and Its
key risk areas

What would accTLDteam look like?



Documentation RequirementX

Process
Template:

Project
Initiation
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Candidate Project Deliverables

A Business risk and impact analysis

A Emergency and recovery
procedures

A Checklists for coping with attack
and contingency response (and
recovery)

A Plans for testing attack and
disaster response processes

A Plans for training staff on the

Drocesses

A Procedures for keeping the plan
current
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ACRP Process

Project N Dete s
Initiation
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Determine Critical Assets & Operations
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Systems &
Feople

uestion: What
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Critical Assets,
Functions,
Operations

Business
Objectives

are the most

lose?
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