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ACRP Process
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Determine Critical 
Assets & Processes

Identify Threats

Identify 
Vulnerabilities

Assess the Risk

Identify Mitigation 
Strategy

Develop Plan

Train, Test & 
Maintain Plan

Identify Impacts

Project 
Initiation
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Section Objectives

ÅAt the end of this section you will:

ïUnderstand the components that make up the 
basic risk equation

ïBe familiar with the use of business objectives in 
the overall risk analysis

ïBe introduced to risk considerations applicable to 
ccTLDoperations
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Overview

ÅQualitative vs. Quantitative Risk Analysis

ÅReview of Business Objectives

ÅImpacts on ccTLDOperations
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A quick look at analyzing riskΧ
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Threat 

Scenarios

ÅThreat source motivation
ÅNature of vulnerability
ÅExistence & effectiveness of 

current controls

ÅLikelihood of negative impact
ÅImpact of each event

Χ ŦƻǊ ŜŀŎƘ ǎŎŜƴŀǊƛƻ

Risk 

Assessment

ά¢ƘǊŜŀǘ {ŎŜƴŀǊƛƻέ

Outcome

Vulnerability

ά.ǳǎƛƴŜǎǎ /ƻƴŎŜǊƴέ

Threat

Critical Asset

ωDisclose
ωModify
ωLose
ωInterrupt

ωTechnical
ωDesign
ωProcedural

ωMan-made
ωNatural & Environmental

ωPeople
ωProcess
ωTechnology
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Which threat scenariosΧΚ

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

7

Most 

Likely

Worst 

Case

Trade off ςά²ƻǊǎǘ /ŀǎŜέ ŀŘŘǊŜǎǎŜǎ Ƴƻǎǘ ƭƛƪŜƭȅΤ 
ōǳǘ Σ άaƻǎǘ [ƛƪŜƭȅέ Ƴŀȅ ŀŘŘǊŜǎǎ ŎȅōŜǊ ǘƘǊŜŀǘǎ ƳƻǊŜ ǊŜŀŘƛƭȅ



Quantitative Risk Analysis
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ARO ïSLE = ALE

Å Annual Rate of Occurrence
Å Single Loss Expectancy
Å Annual Loss Expectancy

1.    Asset Value ïExposure Factor = SLE

ÅExposure Factor = % of loss a realized threat could 
have on a certain asset

2.    SLE ïARO = ALE

ÅARO = estimated frequency of a specific threat taking 
place within a 1-year timeframe
Å 0.0 ĄNever
Å 1.0 Ą at least once a year
Å > 1.0 Ąmore frequently

Hard to do?  
Whatõs the ARO of a hacker disrupting your DNS?
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Qualitative Risk Analysis
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Generally assessing likelihood of a negative 
impact occurring and describing the impact

Likelihood of Negative Impact 
Occurring

ImpactRating for Event Occurrence

Rating Likelihood Rating Severity

5 veryhigh 5 Unrecoverable damage

4 high 4 Devastating

3 medium 3 Major repairs

2 low 2 Some repairsneeded

1 very low 1 Minor cosmetic
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Qualitative Risk Analysis
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Primarily pertains to assessing likelihood of 
an event occurring and describing the impactLikelihood of NegativeImpact 

Occurring
ImpactRating for Event Occurrence

Ranking Likelihood Ranking Severity

5 veryhigh 5 Unrecoverable damage

4 high 4 Devastating

3 medium 3 Major repairs

2 low 2 Some repairsneeded

1 very low 1 Minor cosmetic

Impact to é

Business Objectives
Å Financial
Å Legal
Å Reputation
Å Health & Safety
Å Political
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Risk Level Matrix
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Threat Likelihood

IMPACT RATING

Very Low 
(1)

Low (2) Medium (3) High (4) Very High 
(5)

Very High (5) 5 10 15 20 25

High (4) 4 8 12 16 20

Medium (3) 3 6 9 12 15

Low (2) 2 4 6 8 10

Very Low (1) 1 2 3 4 5

Attack and Contingency Response Planning, October 29-31 2008; 
Cairo, Egypt

Likelihood of NegativeImpact 
Occurring

ImpactRating for Event Occurrence

Ranking Likelihood Ranking Severity

5 veryhigh 5 Unrecoverable damage

4 high 4 Devastating

3 medium 3 Major repairs

2 low 2 Some repairsneeded

1 very low 1 Minor cosmetic



For each scenario Χ
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Prioritized Business 
Objectives

Å Reputation
Å Financial
Å Legal
Å Productivity
Å Safety / Health
ÅΧŜǘŎΦ

Business 
Objectives

Rating Impact Rating Score

Reputation 4 (most 
important)

25 100

Financial 3 10 30

etc. 2 50 100

Χ 1 (least 
important)

10 10

Total Score 240

Scores represent priority of efforts, only

Threat 

Likelihood

IMPACT RATING

Very Low 

(1)

Low (2) Medium (3) High (4) Very High 

(5)

Very High (5) 5 10 15 20 25

High (4) 4 8 12 16 20

Medium (3) 3 6 9 12 15

Low (2) 2 4 6 8 10

Very Low (1) 1 2 3 4 5
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Risk Considerations for ccTLD Operations
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