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Section Objectives

A At the end of this section you will:

I Understand the components that make up the
basic risk equation

I Be familiar with the use of business objectives In
the overall risk analysis

I Be introduced to risk considerations applicable to
ccTLDpperations
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Overview

A Qualitative vs. Quantitative Risk Analysis
A Review of Business Obijectives
A Impacts onccTLDOperations




A quick look at analyzingskX

A Threat source motivation

A Nature of vulnerability

A Existence & effectiveness o
current controls
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Which threat scenarioX K

Change in Control |
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Quantitative Risk Analysis

e

A Annual Rate of Occurrence
A Single Loss Expectancy N
A Annual Loss Expectancy

1. AssetValuei Exposure Factor = SLE

A Exposure Factor = % of loss a realized threat could
have on a certain asset

2. SLET ARO=ALE

A ARO = estimated frequency of a specific threat taking

place within a lyear timeframe
A 0.0A Never
A 1.0A at least once a year
A > 1.0A more frequently

Hard to do?
What os t he ARO of a hacker
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Qualitative Risk Analysis
Generally assessing likelihood of a negative

A
_ | od of an @ @
Impact occurring and describing the impact y

Likelihood Level Likelihood Definition

High The threat-source is highly motivated and sufficiently capable, and controls to
prevent the vulnerability from being exercised are ineffective.

Medium The threat-source is motivated and capable, but controls are in place that may
impede successful exercise of the vulnerability.

Low The threat-source lacks motivation or capability, or controls are in place to
prevent, or at least significantly impede, the vulnerability from being exercised.

Likelihood of Negative Impact ImpactRating for Event Occurrence
Occurring

Rating Likelihood Rating Severity
5 veryhigh 5 Unrecoverable damage
4 high 4 Devastating
3 medium 3 Major repairs
: N
2 low 2 Some repairsieeded Q
1 very low 1 Minor cosmetic +0
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Qualitative Risk Analysis

Primarily pertains to assessing likelihood q

Likelihood of Negativempact ImpactRating for Event Occurrence 9)
Occurring

=

Ranking  Likelihood Ranking  Severity
5 veryhigh 5 Unrecoverable damage
4 high 4 Devastating
3 medium 3 Major repairs
2 low 2 Some repairsieeded
1 very low 1 Minor cosmetic

7

| mpact to e
Business Objectives

A Financial

A Legal

A Reputation

A Health & Safety
A Political
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Risk L | Matri
Likelihood of Negativémpact ImpactRating for Event Occurrence
Occurring

Ranking  Severity

Ranking
5

R N W s

Likelihood
veryhigh
high
medium
low

very low

5 Unrecoverable damage
4 Devastating

3 Major repairs

2 Some repairaeeded

1 Minor cosmetic

Threat Likelihood
Very High (5)

High (4)
Medium (3)
Low (2)

Very Low (1)

IMPACT RATING

Very Low Low (2) Medium (3)
(1)

5 10 15
4 8 12
3 6 9
2 4 6
1 2 3

High (4)

20
16
12

Very High
)
25

20
15
10
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For each scenariX

IMPACT RATING

A RepUtation Threat VeryLow Low(2) Medium(3) High(4) Very High
A Financial Likelihood 1) )
Prioritized Business ANRESE] VeryHigh®) 5 1 15 20 %
Objectives A Productivity High (4) 4 8 12 16 20
A Safety / Health Medium (3) 3 6 9 12 15
AXSGOo Low (2) 2 4 6 8 10
Very Low (1) 1 2 3 4 5
Business Rating Impact Rating Score
Objectives
Reputation 4 (most
important)
Financial 3 10 30
etc. 2 50 100
X 1 (least 10 10
important)
Total Score 240

Scores represent priority of efforts, only
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Risk Considerations for ccTLD Operations
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