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Section Objectives

A At the end of this section you will be
Introduced to:
I Mitigation strategies and criteria for selection
I Response considerations

I Elements of an Attack and Contingency Respons
Plan
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Overview

A Mitigation Strategies
A Response Considerations
A Documenting the Plan
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ACRP Process

Identify Mitigation
Strategy
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Risk Management

A Process of identifying, assessing, and reduc
the risk toan acceptable leveand
Implementing the right mechanisms to
maintain that level of risk

\ Mitigate

V Transfer \ Accept

Olgnore
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Risk Strategies

V Mitigate

A Expanded Options

I Assumption

I Avoidance

I Limitation

I Planning

I Acknowledgement &
Research

I Transference

V Transfer \V Accept

Olgnore
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Assumption

X I OOSLIWtyOS
A Accepting the potential risk and
continuing to operate

A Not really a risk management
strategy by itself since risk is not
reduced
I Usually after taking some action to

lower the risk to aracceptable
level
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Avoidance

A An INFORMED DECISION to not get involvet
with a risky action

I Shut down when risks suspected
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Limitation

X YAUAIlLIOGAZ2Y

A Taking action to
reduce the
likelihood of
occurrence and/or
Its consequences

T
Q
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Transferrence

A Shift responsibility or burden
for loss to another party |

i Contracts , lT’. . d l
I Hold-harmless agreements / ‘ \ I
I Insurance

i X dzadz ff @ Sfa A 49

with other strategies
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Cost vs. Time for Risk Strategies

A\

Avoidance

C

Ol =" Dmitation ~~ ~~ ~
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T ~Jransference _ _______J1.
Acceptance

TIME

adapted fromSnedaker
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Elements of a Continuity Strategy

Planning, Operations
Prevention, Monitoring

Response

Disaster

Recovery Business |

Continuity Business
Recovery

A Computing

I Preserve elements of hardware, software, communications
lines, applications, and data

A Facilities
I Use of main buildings and any remote facilities
A People
I Operators, management, tech support personnel
A Supplies and Equipment
i at I LISNI LINPOS&aasSaés aLISOAL f A
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Considerations for Recovery

Planning, Operations
Prevention, Monitoring

Response

Disaster
Recovery Business |
Continuity Business
Recovery

A Data Processing Opt
I Mutual Aid agreemen
I Subscription services

X{2YS2yS Sft

same needs as you
OReciprocal Agreemeit

V Inexpensive
OwSljdzA NBa a dp

capacity and the
perfect partner
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