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DEVELOP MITIGATIONSTRATEGY & 
ATTACK / CONTINGENCY RESPONSE PLAN
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Section Objectives

ÅAt the end of this section you will be 
introduced to:

ïMitigation strategies and criteria for selection

ïResponse considerations

ïElements of an Attack and Contingency Response 
Plan
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Overview

ÅMitigation Strategies

ÅResponse Considerations

ÅDocumenting the Plan
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ACRP Process

Determine Critical 
Assets & Processes

Identify Threats

Identify 
Vulnerabilities

Assess the Risk

Identify Mitigation 
Strategy

Develop Plan

Train, Test & 
Maintain Plan

Identify Impacts

Project 
Initiation
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Risk Management

ÅProcess of identifying, assessing, and reducing 
the risk to an acceptable level and 
implementing the right mechanisms to 
maintain that level of risk

Risk

VMitigate

VAcceptVTransfer

OIgnore
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Risk Strategies

ÅExpanded Options

ïAssumption

ïAvoidance

ïLimitation

ïPlanning

ïAcknowledgement & 
Research

ïTransference

Risk

VMitigate

VAcceptVTransfer

OIgnore

7
Attack and Contingency Response Planning, October 29-31 2008; 

Cairo, Egypt



Assumption

Χ ŀŎŎŜǇǘŀƴŎŜ

ÅAccepting the potential risk and 
continuing to operate

ÅNot really a risk management 
strategy by itself since risk is not 
reduced
ïUsually after taking some action to 

lower the risk to an acceptable
level
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Avoidance

ÅAn INFORMED DECISION to not get involved 
with a risky action

ïShut down when risks suspected
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Limitation

Χ ƳƛǘƛƎŀǘƛƻƴ

ÅTaking action to 
reduce the 
likelihood of 
occurrence and/or 
its consequences
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Transferrence

ÅShift responsibility or burden 
for loss to another party

ïContracts

ïHold-harmless agreements

ïInsurance

ïΧ ǳǎǳŀƭƭȅ ǳǎŜŘ ƛƴ ŎƻƳōƛƴŀǘƛƻƴ 
with other strategies
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Cost vs. Time for Risk Strategies

Avoidance

Acceptance

Transference

Limitation

adapted from Snedaker
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TIME
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Elements of a Continuity Strategy

ÅComputing
ïPreserve elements of hardware, software, communications 

lines, applications, and data

ÅFacilities
ïUse of main buildings and any remote facilities

ÅPeople
ïOperators, management, tech support personnel

ÅSupplies and Equipment
ïάtŀǇŜǊ ǇǊƻŎŜǎǎŜǎέΣ ǎǇŜŎƛŀƭƛȊŜŘ ǎŜŎǳǊƛǘȅ ŀǇǇƭƛŀƴŎŜǎ

Planning, Operations

Prevention, Monitoring

Response

Disaster

Recovery Business

Continuity Business

Recovery

Adapted from The CISSPPrep Guide, Krutz
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Considerations for Recovery

ÅData Processing Options

ïMutual Aid agreements

ïSubscription services

Planning, Operations

Prevention, Monitoring

Response

Disaster

Recovery Business

Continuity Business

Recovery

Adapted from The CISSPPrep Guide, Krutz

Χ{ƻƳŜƻƴŜ ŜƭǎŜ Ƙŀǎ ǘƘŜ 

same needs as you

άReciprocal Agreementέ

VInexpensive

OwŜǉǳƛǊŜǎ άǳƴǳǎŜŘέ 

capacity and the 

perfect partner
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