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Only “Good” guys should use the Internet

• Cyber-espionage
> Ability to “see” what and who is contacting a competitor
> Read communications to and from organisations / individuals to save 

“development costs”

• Cyber-extortion
> Denial of Service – growing fast; large corporations are “paying” to be left 

alone 
> Reputation damage – use Social networks and “hacker” services to bring 

name into disrepute.
> Collecting remote PC/Router devices to frustrate user experience
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Real Time Data – 17th Feb 2011

• 141,858,904 
names on the 
platform

• 73% of global 
Internet 

• 409,998 
updates on 
16th Feb 2011

• 5 Anycast 
Clouds

• Capacity is 
855 billion per 
second!

• 41 global 
locations and 
growing

www.CDNS.net/live_stats.html
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CDNS - Server Locations – more welcome

4Host a cDNS server in YOUR country - FREE

We are happy 
to host your 
TLD in these 
locations – 

frequently FREE

By working 
together we 
make the 

Internet more 
robust
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Robust service requires a reliable network 
monitoring

• Moving from DNS Resolution to Internet 
Security

> Managing Anycast cloud represents approximately 30% of the job 
and is technically relatively easy.

> 70% is network monitoring, looking for “bad” guys who seek to 
change DNS data for personal gain.
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Bad guys at work!
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Normal Activity 
on Net 2 is 

approx 12,000 to 
15,000 queries 

per second
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Bad guys at work!
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Normal Activity 
on Net 2 is 

approx 12,000 to 
15,000 queries 

per second

8th Jan (0318) 
peaked at 1.6 
million DNS 
queries per 

second focused 
on 1 TLD
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Advantages – DNS White Lists (Theory).

• Turns a recursive DNS server into a powerful 
security tool!

• Block or redirect malicious drop sites
> Known Malware and Phishing sites can be blocked!

• Block ability for bots to find the Command & 
Control

> Bad guys no longer use the DNS to control their Botnets – just IP!
> Walled garden treatment for infected clients

• IP Reputation Addresses can be included
> Both “bad” IPv4 and IPv6 addresses can be included in the “block” list.
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Integrating White List DNS Service.
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Slide courtesy of Norm Richie - ISC 
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You’ve got mail!
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How mail system works….

Message:
Broken into
Packets,
Numbered
and
dispatched

Receiver:
Acknowledge 
receipt, lost 
packets are 

resent, 
Reassembled 

in order 10
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Disadvantages – White Lists (Practice).

• Bad guys spoof IP addresses of legitimate 
organisations:

> A cheap yet very effective way of having IP addresses included on 
automated “black” lists.

> Removal policy from “black” lists takes days and that is considered fast

• ISP / DNS Resolver operator hands control to third 
party: 

> Customer Support staff will receive irate calls from customers yet little 
ability to edit the Reputation Zone file data

> Liability for inappropriate “good” content or “legitimate” bad content being 
blocked – hit both ways.

• Poor DNS service Users migrate:
> Change ISPs
> Use external providers like 8.8.8.8
> DNSSEC – “Secure” Industry sectors loath to deploy as preventing 

customer’s access to services is not attractive.
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Compromised Routers or PCs by Country
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Home DSL Router vulnerability test results

• It works!! - 
leave it 
alone

> Majority of home 
users buy their 
router and do 
not install 
security patches.

> UK – 19m DSL 
Routers, 35% 
compromised, 
average 
upstream say 
0.5Mbps = 
DDoS of 3.3Tbps
or 3325Gbps
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Work - Bad guys “fish, where fish are!”

37%

• In US – 77% of employees use social media during 
worktime.

• 33% of companies have been infected by malware 
through social media channel

Panda Labs Q3 2010 Quarterly Report 

> 57% of companies have 
Policies regulating use

> 81% have staff dedicated to 
monitoring and 
implementing Policies

> 62% do not allow these 
sites to be accessed

> Android smart phone are the 
new target 14
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Why do they do it - Reason for cyber-crime

Panda Labs Q3 2010 Quarterly Report 
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How the “bad guys” corrupt systems
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Botnets as a Service.

17



APTLD Meeting, Wanchai, Hong Kong: 18th Feb 2011

How much to know your competitors next 
move?
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Resilient Internet – Think Contingency!

• Internet is VERY Resilient – BUT …. 
Progress means things are changing……..

> To keep ahead of the bad-guys, needs careful monitoring

> Encourage staff to regularly scan systems for inconsistencies 

> Periodically check for inconsistencies such as the way staff 
terminals use the Internet.

> Smart Phones are now the target, so they need scanning where 
users interact with social media sites and may download viruses.
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Security and Fraud Prevention

Paul.Kane@CDNS.net

Thank you
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