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MyCERT

� Cyber999

� Incident Response / Handling

� Cyber Early Warning 

� Advisories and alert 

� Research network 

• Honeynet
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• Honeynet

� Technical Co-ordination 

� National CERT

� Works with Law Enforcement Agencies, CSIRTs,

� Currently Chair of APCERT      



Fast-Flux

� Have you read this ?

� [SAC025]:Fast Flux Hosting and DNS
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Fast-Flux

� Briefly

� Technique for hiding hosts 

� Multiple IP addresses assigned to full qualified domain 
name

� Combined with redirection / reverse proxy

� Used by the bad guys
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� Used by the bad guys

� Host illegal sites, phishing, serving malware 

� StormWorm

� Goal 

� To make life difficult for everyone :-) 



thebestcasinosonly.org
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Source: project.honeynet.org



Flux Variance

� Single Flux 

� A records for fully qualified domain name constantly 
changing.

� Double Flux 

� A and NS records for fully qualified domain names 
constantly changing
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constantly changing



thebestcasinosonly.org
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http://project.honeynet.org

Source: project.honeynet.org



Many IPs
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Source: project.honeynet.org



Short TTLs
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Double Fast Flux
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IP Mapped to thebestcasinoonly.org

287 IP addresses!
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Mitigation Issues

� Revisit the goal of all of this

� Evasion

� Multi-pronged approach

� Take down/clean up  bots/botnets

� Too many  

� Need to work with ISPs
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� Need to work with ISPs

� Detection 

� Low TTLs

� Enforcement of minimum time of updates 

� Need to work with Registrar



Way forward

� Greater sharing of information 

� Framework for response 

� Establishing Trust
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Related Projects

� Passive DNS monitoring of A and NS records advertised

� DNSParse 

� Passive DNS Replication
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End() 

� Email adli@cybersecurity.org.my
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Resources

� Know Your Enemy: Fast-Flux Service Networks 

� http://www.honeynet.org/papers/ff/

� Fast-Flux Hosting and DNS – ICANN

� http://www.icann.org/committees/security/sac025.pdf

� Passive DNS Replication

http://cert.uni-stuttgart.de/stats/dns-replication.php
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for

for

forhttp://www.cybersecurity.org.my

http://www.mycert.org.my

http://www.esecurity.org.my

Corporate website

Technical website

Our Websites and emails
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for

cyber999@cybersecurity.org.my → for incidence reporting 

info@cybersecurity.org.my          → for general inquiries

http://www.esecurity.org.my
Awareness Portal

http://cnii.cybersecurity.org.my for



Our Corporate 
Website:
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