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wKey Terms and Concepts
wADRP Model

R—



First I o6F aixoO | aadzy LA 2

w Attack and Disaster Response Planning (ADRP)
arisk-based strategyor preparing an enterprise
(or operation) for an attack or disaster
¢X GKSNBF2NB> e2dz ySSR G2

are before you design your protection

Protecting against the latest || Ai$1,000, 000 fe

Threat-based --------1 threat stack of qua

] Securing what is most
Risk-based --------- important to you from > Protection matches the need
whatever threatens it
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w Business Continuity Plan / Business
Recovery Plan

w COOP
w Cyber Incident Response Plan
w Continuity of Support Plan/ IT

Contingency Plan NIST SP 800-34
w Disaster Recovery Plan ! P ’
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Business Continuity Plan (BCP) TeRRN

ACc20dza8a 2y adadrAyAaya Iy 2NBFYAT I
business functions during and after a
disruption

A May be written for a specific business
process or may address all key business
processes

A May not address lonterm recovery of
processes and return to normal operati

APTLD iation ccT|
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Business Recovery Plan (BRP) TEANN

A Addresses restoration of business processes
after an emergency
AX o0dzi fFOla LINROS|RdAzZNBE& (2 SyadzNB
continuity of critical processes
throughout an emergency or disruptio




[
Continuity of Operations Plan

A Focus on restoring essential functions at
alternate site for up to 30 days
A Does not necessarily include IT
operations

A Minor disruptions that do not require

ICANN

relocation are typically not addressed

APTLD iation ccT|

[
Cyber Incident Response Plan

A Procedures to address cyber attacks against
Fy 2NHBFYAT I GA2YyQa
A Designed to enable security personn
identify, mitigate, and recover from
malicious computer incidents

—
ICANN
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. !ontingency Plan -
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hidKSNJ LI Iya X reRmn

wOccupant Emergency Plan (OEP)
¢X NBaALRyaS LINRPOSRAzNEB &
(fire, hurricane, criminal attack, or a medical
emergency)
wCrisis Communications Plan
¢X AYGSNYyLrt FyR SEGSNYI
procedures; often developed by the organizatign
responsible for public outreach
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Contingency Planning Landscape

CONTINGENCY PLAN

RISK MANAGEMENT

Security Control
Implementation

EXECUTION

NIST SP 800-34

w Risk Managemerttas two primary functions

1. Identify threats and vulnerabilities

w Controls put into place tpreventincidents olimit the effects
of an incident

2. ldentify residual risks
w Contingency plans must be put into place
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wRecovery vs. Response Planning
wThreat, Vulnerability, & Risk
wRisk Management

wBusiness Continuity Planning
wRisk Assessment

wBusiness Impact Analysis (BIA)

13
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Recovery vs. Response Planning TEANN

A Business as usual
A Physical and Cyber
Security practices

Pla““i“_g' OperaFion_s A Incident Response
Prevention, Monitoring A initial Damage Assessment

A Implement mutual support
arrangements

Response
A Life & Limb o
A Incident Response Disaster
A Blocking, limitexposure Recovery Business i
Continuity Business
A Alternate site Recovery

A Alternate processes
A Operate under mutual
support agreements

A Return to old site or new
permanent site
A Restore normal c:)peraticms14
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Threat o
: . A Events that cause a risk to become

X Any circumstance or event with the

potential to adversely impact a loss

organizational operations A Any potential danger that a

(including mission, functions, . b .

image, or reputation), vulnerability will be exploited by a

organizational assets, individuals, threat agent

or other organizations

Actor
Motive
Impact

Critical Asset o
Operation

Bad A aicnatoral disasters, criminals, insiders
Bad fad fire, mtrusiobs, corruption, DOS/DDOS

15
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Vulnerability ToRN

wThe degree to which people, property,
resources, and commerce, as well as
environmental, social, and cultural activity,

are susceptible to harm or destructian
[Rittinghousé

16
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TCANN
AROT SLE=ALE

A Annual Rate of Occurrence
A Single Loss Expectancy
A Annual Loss Expectancy

w RelatesThreats to Likelihoodand ImpaciX ®

¢ Possibility of suffering harm or loss. It is ghatentialfor realizing
unwanted negative consequenc8st |y S@Sy i X

¢ Potential forharm or lossThechancethat an undesirable event will
OCCU r «Rittinghouseet al.

¢ Likelihoodbf a threat agent taking advantage of a vulnerability and
the resulting business impactA risk is the loss potential, or
probability, that a threat will exploit a vulnerabilitysse, vars

17
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Threat, Vulnerability, and Risk ToRNN

Risk = Threat + (Likelihood + Vulnerability) + Impact

A Likelihood and Vulnerability
can be assessed together, or

| separately
ASystem X is vulnerable,
exploited is | owo
ASystem X is not vulnera

of being exploited

-
I 2 . k
ted m¢ =
—— APTLD Association ccTLD Training Workshop, Kuala Lumpur ___
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Risk Management

wProcess of identifying, assessing, and reducin
the risk toan acceptable leveand
implementing the right mechanisms to
maintain that level of risk

V Mitigate

V Transfer \ Accept

Olgnore 19
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Business Continuity Planning

wBasic Objectives

¢ to keep an organization runnings normally as
possible at all times, even in an emergency

¢ protection of critical businessperations

wCovers both disaster recovery planning and
business resumption planning

20
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essment

w A study of vulnerabilities,
threats, likelihood, loss or
impact, and theoretical
effectiveness of security
measures.

NR &l | &

- 1. YyY26 6KIGQ& AYLR

2.  Know what threats you have
3. Know your vulnerabilities and the
likelihood they get exploited

Know the impact to your business fif
the threat occurred

Analyze your risks
Q Risk = Threat + (Likelihood + Vulnerability) + Impact

6. 5SOARS 6KI G &2 dzQ
about the risks

|
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qs! Assessment Models -

w Manydocumented models of the same genes&éps

¢ NIST800-30
w Risk Management Guide for Information Technology Systems

¢ NIST 80689 (Dratft)
w Managing Risk from Information Systems

¢ OCTAVE®

w Operationally Critical Threat, Asset, and Vulneralitgluatiot™
cal/ L{{t¢é

wThreat x Vulnerability x Asset value = Total risk

WARO x SLE = ALE

‘ APTLD Association ccTLD Training Workshop, Kuala Lumpur

!Slness Impact Analys(8IA) -

wldentifying
1. Critical business functions

2. Losses and effects if those functions are not
available

/ Most important function for the TLD manager

12



Key Tenets of ADRP ' ToARN

[

1. Riskbased

¢ Risk Assessment is the key to a successful plan
¢ Know your most critical business functions

2. Threataware
¢ Know what threatens you

3. Flexibility

¢ Train on key activities and make sure you can adapt quickly to changes
¢ Do not try to figure out every possible scenario

4. & . dzébaoSka ¢

¢ Establish relationships with others for help

5. Survival
¢ LT &2dz R2y Qi &dzZNDA@BSs &2dz 62y Qi ySSR

25
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ADRPProcess

Determine Identify Threats
------ Critical Assets &
Processes

Project
Initiation

Identify Impacts

Identify
Vulnerabilities

Train, Test &
Maintain Plan

Assess the Risk

Identify Mitigation
Strategy

Develop Plan

13
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Block IlI: Attack and Disaster Response Planning

DETERMINING CRITICAL ASSETS
AND OPERATIONS

27
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Section Objectives eaRR

wAt the end of this section you will be
introduced to:

¢ Concepts of critical operations, assets, services,
functions, and relationships

c2leéa (G2 ARSY(OATeEe o6KI GQ;
¢ Business Objective Areas
¢ Concepts of business impact assessment

28
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Project teamX —
wDedicated team leader

(and assistant)

wEach main business
and operational area
of the organization

¢ Subject matter experts

on their function and
its key risk areas

@ What would accTLDteam look like?

‘_ S APTLD Association ccTLD Training Workshop, Kuala Lumpur ‘k
Documentation RequirementX —
V' Organization chart V' IT and communications
V Any existing p|ans SyStem Sp@lelC&tlonS
\V Emergency contact V' Copies of maintenance

information for: agreements and SLAs
¢ Staff V' Existing procedures for:
¢ Suppliers ¢ Evacuation
¢ Professional advisors ¢ Health and Safety
¢ Emergency services ¢ Operations and
V' Facility addresses, maps, Administration
floor plans V' Inventories
i ¢ Equipment, key information
x IOf‘fsne storagre procedures assets, IT assots
Insurance policy \/ Relevant industry
information regulations and guidelines
30
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Candidate Project Deliverables |’

w Business risk and impact analysis
w Emergency and recovery procedures

w Checklists for coping with attack and
disaster response (and recovery)

w Plans for testing attack and disaster
response processes

w Plans for training staff on the proces
w Procedures for keeping the plan curr¢ o

APTLD Association ccTLD Training Workshop, Kuala Lumpur

‘&
Determine Critical Assets & Operatiom

Question: What are your Svstems &
2NBlFYAL | GA2 '
: " People
important objectives?

//_— = —__"-_
Critical Assets,
Functions,
Operations

Business
Objectives

Question: What are the most
important aspects of your
odzaiySaa GKIG
lose?

‘h APTLD Association ccTLD Training Workshop, Kuaia Lumpur
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I Business Objective Areas -

wAreas that are important to your organization

¢ Health and safety, financial, reputation, laws &
regulations

w. FaSR 2y aASYA2NJ YI yI 34
environment

Ri ske Service Availability
High e is irrevocably destroyed or damaged.

Medi e is disrupted, and some effort and expense is
edium d to recover.

e is minimally affected; little or no effort or

Low 1 h
€ IS requwed to recover.

APTLD Association ccTLD Training Workshop, Kuala Lumpur

\

1

o

Critical Assets & Operations

A A

Question: What are the most

Question: What are your ;
Dt = tant aspects of your

2NBE YAT | impb@tghe & 'mpor pects ot your - 1

objectives? %Sd:,? Aysaa uKbd 2

A Reputation & customer confidence & Business or services provided

A Productivity A Staff & subject matter expertise
A Health and safety A Systems & infrastructure
A Maintaining customers i A Relationships & good will
A Avoiding fines and legal penalties A Contracts and other obligations

A Financial stability or growth
A Political influence

OBusiness Objectiveso

‘ APTLD Association ccTLD Training Workshop, Kuala Lumpur

:
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Business Impact Analysis

—
[I——

Costs of Disruption vs. Recovery

N NoNe)

Critical Assets,

A

Critical
Systems &
People

Functions,
Operations

—

Business
Objectives

)

A Minor %
APTLD Association ccTLD Training Workshop, Kuala Lumpur ‘

T

Mapping critical functions to the IT and
people affecting & affected by disruption

aWhatwould it affect thgt is ) ]
AYLENIFYy(d G2 YSKE
| oOperational [
¢ 126 tz2y3a Oly L ¥
KIS AG RA&NHzZLI SRK
¥
Defineandassigma criticality
rating to the impact
A Missioncritical
A Vital (essential)
A Important

Cost of disruption
1

4
4

Trade Off .
1. Solutions for quick recovery may be costly
2. Waiting too long to recover may be costly /,

APTLD Association ccTLD Training Workshop, Kuala Lumpur

TIME
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ADRP

DETERMINING THREATS,
VULNERABILITIES, AND THREAT
SCENARIOS

APTLD Association ccTLD Training Workshop, Kuala Lumpur

37

Section Objectives eaRR

wAt the end of this section you will be
introduced to:

¢ Concepts of threats, business concerns,
vulnerabilities, and threat scenarios

¢ A range of possible outcomes of threatsaoTLD
operations

¢ Cyber threats ta@cTLDoperations and
infrastructure

¢ Vulnerabilities of &cTLD

38
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A quick look at threat analysiX ToRRN

G¢CKNBIFG {OSYyl NR2E
wDisclose

wModify
---------- Outcome wLose

wlinterrupt

Vulnerabi”ty wTechnical

wDesign
wProcedural

G.dzaAySaa /2y OSSNy

Threat wMan-made

wNatural & Environmental

- wPeople
‘ Critical Asset wProcess
w Technology
39
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|
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ICANN

Threats

w Natural disasters
¢ Typhoon, tornado, flood, earthquake, tsunami, fire
w Deliberate destruction
¢ Terrorism, sabotage, war, theft, fraud, arson, labor
dispute
w Loss of utilities or services
¢ Power, gas, water, oil & petro, communications
w Equipment failure

¢ Internal power, HVAC, security systems, control
systems

40
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Threats

wlInformation security

¢ Malware, cybercrime, IT system failure, system
misconfiguration unpatchedsystems

wOther

¢ Epidemic, contamination, workplace violence,
political (nationalization)

wNonemergency

¢ Health, safety, morale, mergers, negative
publicity, legal

APTLD Association ccTLD Training Workshop, Kuala Lumpur ‘

—
Categorizing Outcome |!

€ a lesser form of f@Aimpacto

Confidentiality
A Discloseensitive information

Information
Security
Objectives
Availability Integrity
A L OSE&mportant or sensitive information, A Modify important or sensitive
hardware, software information

Alnterrupt access to important, software,
applications or services

21
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ldentify Threats & Business Concerns <=

wBusiness Concerns
Ca¢KAY3Ia GKIFG 1SSL) e2dz

APower outages, floods, and other external event g
access to the office. This essentially shuts thdg
AStaff could intentid

data into the zone dAg

AThereds no physical security for the room where s
could wander in and see sensitive registry infor maf

® whatthreats does accTLDface?

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Vulnerability

wThe degree to which people, property,
resources, and commerce, as well as
environmental, social, and cultural activity,

are susceptible to harm or destructian
[Rittinghousé

-__ APTLD AssociatiarT L DT raining Workshop, Kuala Lumpur




T

X'in a System Security Context

wAflaw or weaknesf system security
procedures, design, implementation, or
internal controls that, if exercised
(accidentally triggered or intentionally
exploited), wouldresult in a security breach*
2N I A2t A2y 27F K\

Rittinghouseet al.

* Breach = violation of security goal (destruction, interruption, modification, disclosure)

45
‘ e el ‘

T

Types of Vulnerabilities

Technical Vulnerabilities
A Hardware, software, configurations
A Weaknesses that can directly lead to
unauthorized action

Procedural & Administrative

Vulnerabilities
A Normal business processes
A Responses to incidents

Design Vulnerabilities
A Network architecture
and configuration

46
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MCome+ Business Impact;m

ICANN
Confidentiality
A Disclos@&ensitiveinformation
Information
SEY
Objectives
Availability Integrity
A LOS&mportant or sensitive information, A Mod ify important or sensitive

hardware, software information

Alnterrupt accesso important, software,
applications or services

47

Threat Scenarios

Critical asset or process
+ Valid threat
+ Real vulnerability
+ Likelihood of occurring
+ Impact on the business
Threat Scenario

wX o0Faira F2NIFylfeal Ay Jespodsa |
& recovery plans should be developed and maintained

¢ Assumegeneral likelihood of occurringets stage for risk
analysis

@ What threat scenarios apply to acTLD?

48
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ICANN

ADRP

ANALYZE RISKS

49
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Section Objectives TeRRn

wAt the end of this section you will:

¢ Understand the components that make up the
basic risk equation

¢ Be familiar with the use of business objectives in
the overall risk analysis

¢ Be introduced to risk considerations applicable to
ccTLDpperations

50
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A quick look at analyzingskX ToaRw

A Threat source motivation
r Threat I

A Existence & effectiveness of
current controls

A Nature of vulnerability
|

Scenarios

X ¥F2N SI OK OSYy !l N& 2

GC¢KNBFG { OSyl NR2E
wDisclose
wModify

~ Oucome S AlLikelihood of occurring

wlnterrupt

Vulnerabity  sieomes Almpact of each event

wDesign
wProcedural

6. darySas / 2yOSNy

Threat wManmade Risk

wNatural & Environmental

Assessment

o wPeople
‘ Critical Asset wProcess

wTechnology

51
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Quantitative Risk Analysis

AROT SLE=ALE
A

Annual Rate of Occurrence

A Single Loss Expectancy
A Annual Loss Expectancy
1. AssetValuei Exposure Factor = SLE &

A Exposure Factor = % of loss a realized threat
could have on a certain asset

2. SLEi ARO =ALE

A ARO = estimated frequency of a specific threat
taking place within a 1-year timeframe
A 0.0A Never
A 1.0A atleastonce a year
A >1.0 A more frequently

Hard to do?
What 6s the ARO of a hacker d

52
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Qualitative Risk Analysis TERN

/\
Primarily pertains to assessing likelihood @ @
an event occurring and describing the impact

[ Likelihood Level I Likelihood Definition

High The threat-source is highly motivated and sufficiently capable, and controls to ~—
prevent the vulnerability from being exercised are ineffective

Medium The threat-source is motivated and capable, but controls are in place that may
impede successful exercise of the vulnerability.

Low The threat-source lacks motivation or capability, or controls are in place to
prevent, or at least significantly impede, the vulnerability from being exercised

Probability of Event Occurring Impact Rating for Event Occurrence

Rating Likelihood Rating Severity
5 very high 5 Unrecoverable damage
4 high 4 Devastating
3 medium 3 Major repairs
2 low 2 Some repairs needed 'Q\QI
1 very low 1 Minor cosmetic d& =

APTLD Association ccTLD Training Workshop, Kuala Lumpur Q’ ‘

Qualitative Risk Analysis A *—L
Primarily pertains to assessing likelihood @ @

Probability of Event Impact Rating for Event Occurrence :) Ct
Occurrence

Ranking Likelihood Ranking Severity
) ~—
5 very high 5 Unrecoverable damage
4 high 4 Devastating
3 medium 3 Major repairs
2 low 2 Some repairs needed
1 very low 1 Minor cosmetic

Z

| mpact to e
Business Objective Areas

Financial
Legal
Reputation
Health & Safety
Political

To o o o 2>

54
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Risk Level Matrix

Impact Rating for Event Occurrence
Ranking  Likelihood Ranking  Severity

5 very high 5 Unrecoverable damage

4 high 4 Devastating

3 medium 3 Major repairs

2 low 2 Some repairs needed

1 very low 1 Minor cosmetic

IMPACT RATING

Threat Very Low Low (2) Medium (3) High (4) Very High
Likelihood 1) (5)
Very High (5) 5 10 15 20 25
High (4) 4 8 12 16 20
Medium (3) 3 6 9 12 15
Low (2) 2 4 6 8 10
Very Low (1) 1 2 3 4 5)

APTLD Association ccTLD Training Workshop, Kuala Lumpur ‘

i
I —

For each scenariX

IMPACT RATING

A Reputation E— VeryLow Low(2) Medium(3) High(4) VeryHigh
A Financial Likelihood )
Objectives A Productivity High (4) 4 8 12 16 20
A Safety / Health Medium (3) 3 6 9 12 15
A X S l] C)CD Low (2) 2 4 6 8 10
1 2

l Very Low (1) 3 4 5
Business Ranking Impact Rati Score
Objective Area
25 100

Reputation 4 (most

important)
Financial 3 10 30
etc. 2 50 100

1 (least 10 10
important)

Total Score 240
Scores represent priority of efforts, only

_L APTLD Association ccTLD Training Workshop, Kuala Lumpur




ICANN

ADRP

DEVELOP MITIGATIGNRATEGY &

ATTACK / DISASTER RESPONSE
PLAN

57

Section Objectives eaRR

wAt the end of this section you will be
introduced to:

¢ Mitigation strategies and criteria for selection
¢ Response considerations

¢ Elements of an Attack and Disaster Response Pla

29
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Risk Management o

wProcess of identifying, assessing, and reducin
the risk toan acceptable leveand
implementing the right mechanisms to
maintain that level of risk

V Mitigate
V Transfer V Accept
Olgnore -
APTLD Association ccTLD Training Workshop, Kuala Lumpur
Risk Strategies ToRNE

V Mitigate

wExpanded Options
¢ Assumption
¢ Avoidance
¢ Limitation
¢ Planning

¢ Acknowledgement &
Research

¢ Transference

V Transfer V Accept

Olgnore

60
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Assumption TEARN

X | OOSLXil yOS
wAccepting the potential risk and
continuing to operate

wNot really a risk management
strategy by itself since risk is not
reduced

¢ Usually after taking some action to
lower the risk to aracceptabldevel

61
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@ |

Avoidance TCANN

wAn INFORMED DECISION to not get involved
with a risky action

¢ Shut down when risks suspected

62
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Limitation TCANR

X YAOGATFIGAZ2Y

wTaking action to
reduce the
likelihood of
occurrence and/or
its consequences

APTLD Association ccTLD Training Workshop, Kuala Lumpur -

- @

Planning

w Developing a risk mitigation
plan that prioritizes,
Implements, and maintains
esd [ controls

/ cap {GSLAE

wDetermine what unexpected events
mightoccur

wDetermine which ardikelyto occur
wAnalyze the impact

wPlan alternatives in case they do
occur

wlImplement techniques to deal with
the unexpected

APTLD Association ccTLD Training Workshop, Kuala Lumpur |
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Acknowledgement & Research

wAcknowledging that a vulnerability exists and
researching appropriate controls

WTEMPORARY STRATEGY!
¢ Useful during set up of new systems or processes

65

_&
F—————
Transferrence
w Shift responsibility or burden
for loss to another party
¢ Contracts
¢ Hold-harmless agreements ||
¢ Insurance

¢X dzadzZ tf e dzéélfz A
with other strategies

33
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Cost vs. Time for Risk Strategies

AN

Avoidance
I_- —_————— — —
o |
Ol 1
| |
imitation
T| === e ==-p4-----=mm == >
|
Transference
" EBREENES . oo = _.I_ B 0 — 0 — & — o
Acceptance J S
— — — — — — — | — Ll
TIME -
adapted from Snedaker
67
‘ APTLD Association ccTLD Training Workshop, Kuala Lumpur
ICANN
A When vulnerability (or flaw, weakness) existsl implement assurance techniques teduce the
likelihood2 ¥ |+ @dzt ySNI oAt AGE@QE 0SAyd SESNDAASRD
A When a vulnerability can be exerciséH apply layered protections, architectural designs, and
administrative controls tgninimize the risk of or prevent this occurrence
A2KSy GKS FhdF Ol SNRE 02 & Happly pratedtidrs Gl NG HXKS 1 $2|i150
motivationo & Ay ONBFaAy3 GKS ddFO1SNRa 024G o6So3or d
dza SNJ Ol y | 00S&4a FyR R2 OFly &A3IyATAOIydfe& NBR|dO
A When loss is too gredH apply design principles, architectural designs, and technical and nontechnical
protections tolimit the extent of the attackthereby reducing the potential for loss.
| 68!
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Response Communications
winternal
wClosestakeholders
wIndustry
wGovernment

wNational Critical Infrastructure Management
Teams

wMedia & the Public

APTLD Association ccTLD Training Workshop, Kuala Lumpur

ﬂ

Elements of a Communications Plan =&+

wlnternal
¢ Notifying team members and key personnel
¢ How and when will they be notified?

wEmployee
¢ Notifying other employees who are not part of the

response team g
i

70
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Elements of a Communications Plan _QI
(cont.)

wCustomers & Stakeholders

¢ Communicate:
wFact of the disruption or status upda
wBasic steps being taken
wEstimated impact or down time
¢ Business concernsshortterm financial impact
and ongoing viability of the operation

71
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[————
Elements of a Communications Plan Ag
(cont.)

w Industry
¢ Share details of the attack

¢ Pass signatures and indicators through partnerships,
security forums & contacts

w Media & the Public
¢ Bethefirstone thattalkget A YA G @RI YF3S (
C¢l 1S OFNB y2i (2 a2@SNI RN
¢ Proactive vs. passive; prepared vs. impromptu

w Government

@ Who else does @cTLDcommunicate with?

72
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4 Rules for Crisis Communications =&«

1. Tell the truth

¢b2d adStt FEteT

¢ Be cautious about specifics
(cause, impact, etc.) until
verified or confirmed
2. Speak with single voice &
single face

statements & formatted
responses

¢ Not an emotional event

4. In all directions (almost)
simultaneously

e
3. Provide prepared !4/
h

eno Who ?
HO\N \‘\&t’?

73
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Crisis Communications Checklist TANN

SO

S~
1. Define communicationgé&

needs
2. Develop communications 7.
plan objectives based on
target audience
3. ldentify triggers for
activatingcommplan
¢ Include all assumptions 1
4. Develop distribution list and
methods based on scenarios 14
¢ Email/ phone outage '
¢ Distribution alternatives 12
List legal or regulatory
constraints the may impact
message or timing

© ®

el

adapted from Snedaker

List of contacts needed to
distribute the message

Develop communication
template

Develop message content

Identify who can release the
message

0. Establish distribution

channels

Identify frequency of
communications

. Keep communications log

74
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Documenting youlLJt I

@
I. System description
i. Critical systems
ii. Processes
Il. Key contacts
lll. Roles & Responsibilities
IV. General threats and impact
V. Response procedures
i. Criteriafor execution
ii. Threat scenario(s)
iii. Procedures / checklists
iv. Partnerships
v. Restoration priorities
vi. Restoration considerations

& )

APTLD Association ccTLD Training Workshop, Kuala Lumpur

7
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System Description

wSystem maps or topology diagram
wlnventories 6
¢ Hardware, software
¢ Configurations & Locations

wProcess flow diagrams for critical activities
¢ Manual and automated procedures
¢ Priorities

APTLD Association ccTLD Training Workshop, Kuala Lumpur
-
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Key Personnel & Contacts ToanE

w Initial contact (Primary and Alternate)
w Emergency services (fire, security)
w Senior leadership & management

w Key process owners
¢ Attack or disaster response team (if applicable)
¢ Mutual aid / reciprocal partners

¢ IT Staff
w Service providers (utilities, telecomm) g
w Secondary Contacts
¢ Vendors/suppliers Q G
¢ Key users t JU U |
APTLD Association ccTLD Training Workshop, Kuala Lumpur
Roles and Responsibilities TEARN

wResponse Coordinator

wResponse Team

¢ Incident response

¢ Business recovery
wCommunications Team

¢ Government & Stakeholder liaisons
wlegal ¢ =B )
wOffice Services S

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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General Threats & Impacts TeRNN

wDraw from risk assessment and business
Impact assessment

wBroad description that covers the objectives
for the plan

wDelineate scenarios which do not have
response procedures in place
¢ Broad outline of response notifications

79
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2

Response Procedures e

wX 2NHIYyAT S o0& GKNBFG aos
(impacts)
CaGalLISOATAOAGE Qad FTtSEAOATLA
w Criteria for execution
w Procedures and checklists
¢ Activation, response, recovery
¢ Listaction, responsibility, and status
¢ If referencing other sources, include latest reference copy
w Partnerships

¢ Mutual aid or reciprocal contacts & procedures to
implement

80
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wRestoration priorities
¢ Systems, data, processes, services, facilities
wTransition strategy

¢ From backup and reciprocal processing to normal
processes

A Primer On

anycast

41



What isAnycastin@ ﬁ@

ICANN

wOoAnycasis a network addressing and routing
scheme whereby data is routed to the
"nearest" or "best" destination as viewed by
0KS NRdAziAVYede G212 238 ¢

wThis means announcing the same IP address
from multiple locations.

QD
L-ROOT Example TeAN,

wL.rootservers.netan be found at 199.7.83.42

wThe IPv4 address prefix 199.7.83.0/24 is
announced by our routers in Los Angeles
under AS20144

wThe same AS# and IPv4 range 199.7.83.0/24
are also announced by our routers in Miami.
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Both networks look the same!

199.7.83.0/24

199.7.83.42
199.7.83.42
199.7.83.0/24

Packets will find their way to
topologically closest instance

il

l

4

LiQa NBIffe OGKI G aw

wBecause routing information changes this is
really only useful for UDP or short lived TCP
sessions.

wDNS is mainly UDP based with some short
lived TCP sessions.

wZone transfers and managementAnycast
systems tend to still usenicast.

| ‘




ent interfaces have uniq
Addresses! (NoAnycas)

Management: a.b.c.0/24
199.7.83.0/24

199.7.83.42

199.7.83.0/24
Management: x.y.z.0/24

199.7.83.42

BLOCK IV: EVALUATING &
MAINTAINING YOUR PLANS
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Section Objectives ToRN

wAt the end of this section you will be
introduced to:
¢ Techniques for evaluating your plan
¢ Capturing lessons learned & updating plans

89
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Why exercise?h dzZNJ O2 y i S E (X% ¢

w Assessment

¢ Provides maore accurate measure of how
STTSOUAYDS Iy SyuSNL

¢ Compliance checking is static
Exercise  Snapshot in time
w528ayQi | 002dzy i F2NJ LI

application
w Training
CaAe¢NIAYy tA1S @2dz FA3
w Testing

¢ Provides operational environment to test
people, processes, artdchnology

¢ Context for plan walkthrough

90
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Exercisingg 2 dzNJ LJ |y X -

91
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Review

‘

wManagementkey staff, and
business area managers review
copies of the plan
¢ Look at checklists and procedures
¢ Review threat scenarios an
business impact assessmen
wUsually a periodic (annual)
requirement

2
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StructuredWalk-Through e

wKeystaff and operations
managers meet to review the
plan together
wa ¢l of SG2LI 9 ESNJ
¢ Facilitateddiscussions focused
on identified threat scenarios
wFocus on decisiomaking
(policy & priorities) and
identifying gaps

APTLD Asso CCTLD Training Workshop, Kuala Lumpur
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Simulation (FunctionaExercise) TEANN

wPractice execution

¢ Real or simulated communications
and coordination

¢ Can be supported by limited drill
or handson system rehearsal |1

wdt NE-DSRAY 0§ SRE
wAttended by keynanagers an
support personnel

a7
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Tests (Field Exercise) e

wParalleltest
¢ Critical systems and processes atralternate
site
wFulkinterruption test

¢ Normal operations shut dowto execute actual
procedures
¢ Difficult to plan & coordinate; easy to execute

wTemporaryservices provided by alternate or reciprocal
site

APTLD Association ccTLD Training Workshop, Kuala Lumpur ;
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Basic Approach Ter

wWhat is it that you

) want to:
Establish )
Objectives ¢ accomplish

C assess, examine, train

] wEstablish the desired
&N {Q scope & complexity of
N\ 2 the exercise

96
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Basic Approach

Establish
Objectives

w ldentify the scenario or context
w Establish a planning team

w Establish simulation, lab, or range
support

w Develop a Master Scenario Events List
(MSEL. or similar guide

fer/

Plan the
Event

Basic Approach

w Standalone vs. integrated

w Discussiorbased tabletops
Etablich Y Functio[laAI, qperatiqnbased
Objectives w & [ AFBANE € RNRAf f a

w Command & control '
w Observation

> Execute

98




Basic Approach

w Hot washes &afteaction reporting
w Measures of effectiveness

Establish ¢ Objectives met? Analyze &
¢ Metrics? Assess

w Gaps, Lessons Learned Results

Objectives

Plan the
Event

Execute

APTLD Association ccTLD Training Workshop, Kuala Lumpur

Basic Approach

Attack and Analyze &

Assess
RERIIS

Establish

Disaster
Response Plan

Objectives

A Feedback is essential

- Training, procedures
Risk assessments & situational awareness
Threat scenarios, areas of concern
Business continuity planning

A\ 4

Execute
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2 Steve Conte
Chief Security Officer, ICANN
steve.conte@icann.org

/A Chris Fogle
CISSP, DelfaiskLLC
cfogle@deltarisk.net

A Primer On

CYBER THREATScEL.DS

51
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Section Objectives oA

wAt the end of this section you will be
introduced to:

¢ Current and emerging cyber threats ¢oTLD
operations and services

¢ Candidate mitigation activities

103
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Overview TCANN.

wCyber Threatg Description, Motivation,
Effects & Mitigation
¢ Zone Transfer
¢ Non-Authoritative Spoofing
¢ Internal Poisoning
¢ External Poisoning
¢ Single Point of Failure
¢ Distributed Denial of Servic®Do$

104
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Notional ccTLD Architecture TeRNN

w Core Architecture

Registrant
The Minimum to Get the Job Done
Your Implementation May Differ!

‘_ APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Threats

Zone Transfer

lp
=)
=3
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Threatsc Zone Transfer ToARN

w Concept Enumeration
¢ Used toRetrieve All Information Frorma DNSServer
¢ NormallyUsedby Secondaryo Synowith Primary

w Motivation
¢ Political : DN&dministrators May List Sensitive
Informationin Zone Comments
¢ Financial : Can bdsedto Find Addresses Thate NOT
Currently Registerefbra& 52 YIF Ay { lj dzl G4 G A Y]
¢ Malicious: Can be Used to Obtain Information for Use in
Future Attacks

107
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Threats¢ Zone Transfer TCARN

w Remediation via Configuration Change

¢ RestrictZzone Transferto ONLYTrusted SecondarpNS
Servers

¢ Use Transaction Signatures (TSIGYfwre Transfers

@

g User
Registrant E 4

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Threats TCANR

Non-Authoritative Spoofing

109
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Threats¢ Non-Authoritative Spoofing =+

w Concept Corruption

¢ Changen UpstreamDNSServer Causes Spoofed
Incorrect Resolutions

¢! didl 01 5 2 &calpditectureNHE S

w Motivation
¢ Malicious: Denial of Service
¢ Political: Denial of Service, Redirection

110
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Threats¢ Non-Authoritative Spoofing ==+

w Remediation via Detection & Communication
¢ ccTLD®o Not Controthe Affected Infrastructure

¢ DetectionBecomes Critical
w Monitor User/ Registrant Communications

w Monitor Traffic Usagéor Sites You Contrgla Significanand
Sudden Drojin Traffic Could be a Problem

¢ Communicatdssuewith Upstream Server Operators

w Alternative Solutions
¢ Diversity ofKey Sites Under Different Name Registrations

111

Threats

Internal Poisoning

112
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Threatsc Internal Poisoning TeARw

w Concept Corruption
¢ Change oRegistration DataiaInternal Processes
¢ Intentional

w DisgruntlecEmployeegsanChange Registry Data

w OutsidersPretending to be a Customer Requasty | LIR| {12
Their Account

¢ Accidental
w Untrained Employee
w Typos in Registry Data

w Motivation
¢ Malicious: Deniabf Serviceor Defacement
¢ Accidental: Denial of Service or Defacement

113
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Threatsc Internal Poisoning TERNN

w Remediation via Authentication & Authorization
¢ AuthenticateAll External Requestsr Updates
¢ Internal Authorizationsof All Changes
¢ BackupRegistry Datan aRegular Basis

Registragt

114
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Threats

—
ICANN

External Poisoning

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Threatsc ExternalPoisoning TeANN

w Conceptg Corruption

¢ Changeof DNS Dataia External Input
¢ Also Known as Cache Poisoning
¢ Vulnerable Servers:
w5b{ {SNBSNE 2 KAOK
w5b{ {SNBSNE 2 KAOK

zZ Z
B
O¢ Ox¢
u» Uy
Q¢ Qx
QD¢ Qx

Q

Py

w Motivation

¢ Malicious: Deniabf Serviceora 5 ST OSYSy (i ¢
¢ Accidental: Denial of Service

116

APTLD Association ccTLD Training Workshop, Kuala Lumpur




I — B

Threatsg ExternalPoisoning TeaRw

w Remediation vi&onfiguration
¢ Only Trust Authoritative Server Information
¢C5A&0FNR ' ff a! RRAGAZ2YI € L
¢ Disable Recursive Queries

%/’

2 User
Registrant
117
; APTLD Association ccTLD Training Workshop, Kuala Lumpur ‘
——
Threats

Single Point of Failure
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Threatsg Single Point of Failure TeRRN

w Conceptg Disruption
¢ AFailure of a Component Causes Connectivity Loss
¢ ConfigurationChangesvith Side Effects
¢ Denial ofService Attacks

w Motivation
¢ Malicious: Denial of Service
¢ Political: Denial of Service
¢ Accidental: Denial of Service

119
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Threatsc Single Point of Failure TEANN

w Remediation via Diversity
¢ Understand Where Your Single Points Are

¢ Add Duplicate Servers and Capacity Whegngle Point
of Failure Exists

¢ EnsureAutomated Data Replication

Registrant

APTLD Association ccTLD Training Workshop, Kuala Lumpur -
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Threats TCANR

BotNets

R ——— B
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Threatsc BotNets

BotNeti A"A col |l ecti on of software r

aut onomously and aut omat.i

w CompromisedHosts (ZombigsareCentrally
Controlledby aSingle EntitfaBot Herdej

w TypicallyUsedfor Malicious Purposes
¢ DDoS, spanionattribution Attacks

N
G

e ' ™ s

s o <

=) -
'
o
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Threats
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Distributed Denial of Service

ICANN

R—
Threats¢ DDoS

w Concept; Disruption
¢ Use The DNS Protocols Against Itself
¢ Regular Queries

w How Much Bandwidth Do You H&ve
¢ Amplification Attacks

w Motivation
¢ Malicious: Denial of Service
¢ Political: Denial of Service (Cyber Riots)
¢ Badge oHonor: DoS the Root DNS Servers
¢ Advertising: Demonstrate Power of BotNet

APTLD Association ccTLD Training Workshop, Kuala Lumpur

w How Many Queries per Second Can Your Servers Handle?

w A Query Which Returns a Larger Amount of Data Than Original Request

e

—
ICANN
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”SC DDoS |-

wRemediatiorvia Diverse Architecture
¢ Geographic Separation
¢ Anycasting
¢ Country Localized and Global Servers

% / International

Registrant LS

% Geographic
-rnal Country Anycastii lu

*sc DDoS |-
The Same Attack with Geoiraihic

)
% / International

User

Registrant

% Geographic
-rnal Country Anycastii_
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- Hack.com

Threatsc DDoS ‘

Attack In Progress

- Same Setup as Before

- DifferentRoutesto ccTLD,

- Splits Traffic Between Servers

@ |

—
ICANN

Threats

Another DDoS Example

Attacking a Target Through the ccTLD
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ICANN

128

64



