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wKey Terms and Concepts
wADRP Model
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w Attack and Disaster Response Planning (ADRP)
arisk-based strategyor preparing an enterprise
(or operation) for an attack or disaster
¢X GKSNBF2NB> e2dz ySSR G2

are before you design your protection

Protecting against the latest || Ai$1,000, 000 fe

Threat-based --------1 threat stack of qua

] Securing what is most
Risk-based --------- important to you from > Protection matches the need
whatever threatens it
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w Business Continuity Plan / Business
Recovery Plan

w COOP
w Cyber Incident Response Plan
w Continuity of Support Plan/ IT

Contingency Plan NIST SP 800-34
w Disaster Recovery Plan ! P ’
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Business Continuity Plan (BCP) TeRRN
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business functions during and after a
disruption

A May be written for a specific business
process or may address all key business
processes

A May not address lonterm recovery of
processes and return to normal operati
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Business Recovery Plan (BRP) TEANN

A Addresses restoration of business processes
after an emergency
AX o0dzi fFOla LINROS|RdAzZNBE& (2 SyadzNB
continuity of critical processes
throughout an emergency or disruptio
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Continuity of Operations Plan

A Focus on restoring essential functions at
alternate site for up to 30 days
A Does not necessarily include IT
operations

A Minor disruptions that do not require

ICANN

relocation are typically not addressed
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Cyber Incident Response Plan

A Procedures to address cyber attacks against
Fy 2NHBFYAT I GA2YyQa
A Designed to enable security personn
identify, mitigate, and recover from
malicious computer incidents
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wOccupant Emergency Plan (OEP)
¢X NBaALRyaS LINRPOSRAzNEB &
(fire, hurricane, criminal attack, or a medical
emergency)
wCrisis Communications Plan
¢X AYGSNYyLrt FyR SEGSNYI
procedures; often developed by the organizatign
responsible for public outreach
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Contingency Planning Landscape

CONTINGENCY PLAN

RISK MANAGEMENT

Security Control
Implementation

EXECUTION

NIST SP 800-34

w Risk Managemerttas two primary functions

1. Identify threats and vulnerabilities

w Controls put into place tpreventincidents olimit the effects
of an incident

2. ldentify residual risks
w Contingency plans must be put into place
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wRecovery vs. Response Planning
wThreat, Vulnerability, & Risk
wRisk Management

wBusiness Continuity Planning
wRisk Assessment

wBusiness Impact Analysis (BIA)
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Recovery vs. Response Planning TEANN

A Business as usual
A Physical and Cyber
Security practices

Pla““i“_g' OperaFion_s A Incident Response
Prevention, Monitoring A initial Damage Assessment

A Implement mutual support
arrangements

Response
A Life & Limb o
A Incident Response Disaster
A Blocking, limitexposure Recovery Business i
Continuity Business
A Alternate site Recovery

A Alternate processes
A Operate under mutual
support agreements

A Return to old site or new
permanent site
A Restore normal c:)peraticms14

APTLD Association ccTLD Training Workshop, Kuala Lumpur

1




@ |

Threat o
: . A Events that cause a risk to become

X Any circumstance or event with the

potential to adversely impact a loss

organizational operations A Any potential danger that a

(including mission, functions, . b .

image, or reputation), vulnerability will be exploited by a

organizational assets, individuals, threat agent

or other organizations

Actor
Motive
Impact

Critical Asset o
Operation

Bad A aicnatoral disasters, criminals, insiders
Bad fad fire, mtrusiobs, corruption, DOS/DDOS
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Vulnerability ToRN

wThe degree to which people, property,
resources, and commerce, as well as
environmental, social, and cultural activity,

are susceptible to harm or destructian
[Rittinghousé
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TCANN
AROT SLE=ALE

A Annual Rate of Occurrence
A Single Loss Expectancy
A Annual Loss Expectancy

w RelatesThreats to Likelihoodand ImpaciX ®

¢ Possibility of suffering harm or loss. It is ghatentialfor realizing
unwanted negative consequenc8st |y S@Sy i X

¢ Potential forharm or lossThechancethat an undesirable event will
OCCU r «Rittinghouseet al.

¢ Likelihoodbf a threat agent taking advantage of a vulnerability and
the resulting business impactA risk is the loss potential, or
probability, that a threat will exploit a vulnerabilitysse, vars
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Threat, Vulnerability, and Risk ToRNN

Risk = Threat + (Likelihood + Vulnerability) + Impact

A Likelihood and Vulnerability
can be assessed together, or

| separately
ASystem X is vulnerable,
exploited is | owo
ASystem X is not vulnera

of being exploited

-
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Risk Management

wProcess of identifying, assessing, and reducin
the risk toan acceptable leveand
implementing the right mechanisms to
maintain that level of risk

V Mitigate

V Transfer \ Accept

Olgnore 19
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Business Continuity Planning

wBasic Objectives

¢ to keep an organization runnings normally as
possible at all times, even in an emergency

¢ protection of critical businessperations

wCovers both disaster recovery planning and
business resumption planning
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essment

w A study of vulnerabilities,
threats, likelihood, loss or
impact, and theoretical
effectiveness of security
measures.

NR &l | &

- 1. YyY26 6KIGQ& AYLR

2.  Know what threats you have
3. Know your vulnerabilities and the
likelihood they get exploited

Know the impact to your business fif
the threat occurred

Analyze your risks
Q Risk = Threat + (Likelihood + Vulnerability) + Impact

6. 5SOARS 6KI G &2 dzQ
about the risks

|
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qs! Assessment Models -

w Manydocumented models of the same genes&éps

¢ NIST800-30
w Risk Management Guide for Information Technology Systems

¢ NIST 80689 (Dratft)
w Managing Risk from Information Systems

¢ OCTAVE®

w Operationally Critical Threat, Asset, and Vulneralitgluatiot™
cal/ L{{t¢é

wThreat x Vulnerability x Asset value = Total risk

WARO x SLE = ALE
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!Slness Impact Analys(8IA) -

wldentifying
1. Critical business functions

2. Losses and effects if those functions are not
available

/ Most important function for the TLD manager
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1. Riskbased

2. Threataware
¢ Know what threatens you

3. Flexibility

4. & . dzébaoSka ¢

5. Survival
¢ LT &2dz R2y Qi

Key Tenets of ADRP

¢ Risk Assessment is the key to a successful plan
¢ Know your most critical business functions

¢ Train on key activities and make sure you can adapt quickly to changes
¢ Do not try to figure out every possible scenario

¢ Establish relationships with others for help
ddzNDPAGPSs e2dz g2y Qi ySSR
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ADRPProcess

Determine
Critical Assets &
Processes

Project
Initiation

:
T
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Identify Threats

Identify
Vulnerabilities

Assess the Risk

Identify Mitigation
Strategy
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