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Overview of ADRP Course

ωKey Terms and Concepts

ωADRP Model
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First,ŀ ōŀǎƛŎ ŀǎǎǳƳǇǘƛƻƴΧΦ

ωAttack and Disaster Response Planning (ADRP) is 
a risk-based strategy for preparing an enterprise
(or operation) for an attack or disaster

ςΧ ǘƘŜǊŜŦƻǊŜΣ ȅƻǳ ƴŜŜŘ ǘƻ ƪƴƻǿ ǿƘŀǘ ȅƻǳǊ ǘǊǳŜ Ǌƛǎƪǎ 
are before you design your protection

Risk-based
Securing what is most 

important to you from 

whatever threatens it

Threat-based
Protecting against the latest 

threat

Protection matches the need

ñ$1,000,000 fence around a 

stack of quartersò 
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ωBusiness Continuity Plan / Business 
Recovery Plan

ωCOOP

ωCyber Incident Response Plan

ωContinuity of Support Plan / IT 
Contingency Plan

ωDisaster Recovery Plan

NIST SP 800-34

aŀƴȅ ǘȅǇŜǎ ƻŦ ŎƻƴǘƛƴƎŜƴŎȅ Ǉƭŀƴǎ Χ

4

APTLD Association ccTLD Training Workshop, Kuala Lumpur



3

Business Continuity Plan (BCP)
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NIST SP 800-34

ÅCƻŎǳǎŜǎ ƻƴ ǎǳǎǘŀƛƴƛƴƎ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 
business functions during and after a 
disruption

ÅMay be written for a specific business 
process or may address all key business 
processes

ÅMay not address long-term recovery of 
processes and return to normal operations

Business Recovery Plan (BRP)
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NIST SP 800-34

ÅAddresses restoration of business processes 

after an emergency

ÅΧ ōǳǘ ƭŀŎƪǎ ǇǊƻŎŜŘǳǊŜǎ ǘƻ ŜƴǎǳǊŜ 

continuity of critical processes 

throughout an emergency or disruption
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Continuity of Operations Plan

APTLD Association ccTLD Training Workshop, Kuala Lumpur

7

NIST SP 800-34

ÅFocus on restoring essential functions at an 

alternate site for up to 30 days 

ÅDoes not necessarily include IT 

operations

ÅMinor disruptions that do not require 

relocation are typically not addressed

Cyber Incident Response Plan
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NIST SP 800-34

ÅProcedures to address cyber attacks against 

ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ L¢ ǎȅǎǘŜƳόǎύΦ 

ÅDesigned to enable security personnel to 

identify, mitigate, and recover from 

malicious computer incidents
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Continuity of Support Plan /
IT Contingency Plan
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NIST SP 800-34

ÅGeneral support systems and contingency 

plans for major applications

ÅάL¢ ŎƻƴǘƛƴƎŜƴŎȅ ǇƭŀƴƴƛƴƎέ

Disaster Recovery Plan
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NIST SP 800-34

ÅCatastrophic events that deny access to the 

normal facility for an extended period

ÅFrequently, an IT-focused plan 

ÅDoes not address minor disruptions that 

do not require relocation
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NIST SP 800-34

hǘƘŜǊ Ǉƭŀƴǎ Χ

ωOccupant Emergency Plan (OEP)

ςΧ ǊŜǎǇƻƴǎŜ ǇǊƻŎŜŘǳǊŜǎ ŦƻǊ ƻŎŎǳǇŀƴǘǎ ƻŦ ŀ ŦŀŎƛƭƛǘȅ 
(fire, hurricane, criminal attack, or a medical 
emergency) 

ωCrisis Communications Plan

ςΧ ƛƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ 
procedures; often developed by the organization 
responsible for public outreach
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Contingency Planning Landscape

ωRisk Management has two primary functions

1. Identify threats and vulnerabilities
ωControls put into place to preventincidents or limit the effects 

of an incident

2. Identify residual risks
ωContingency plans must be put into place
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! ƭƛǘŀƴȅ ƻŦ ǘŜǊƳǎ Χ

ωRecovery  vs. Response Planning

ωThreat, Vulnerability, & Risk 

ωRisk Management

ωBusiness Continuity Planning

ωRisk Assessment

ωBusiness Impact Analysis (BIA)
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Recovery vs. Response Planning
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Planning, Operations

Prevention, Monitoring

Response

Disaster

Recovery Business

Continuity Business

Recovery

Å Business as usual

Å Physical and Cyber 

Security practices

Å Life & Limb

Å Incident Response

Å Blocking, limit exposure

Å Incident Response

Å Initial Damage Assessment

Å Implement mutual support 

arrangements

Å Alternate site

Å Alternate processes

Å Operate under mutual 

support agreements

Å Return to old site or new 

permanent site

Å Restore normal operations
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Threat
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ÅEvents that cause a risk to become 
a loss

ÅAny potential danger that a 
vulnerability will be exploited by a 
threat agent

ΧAny circumstance or event with the 
potential to adversely impact 
organizational operations 
(including mission, functions, 
image, or reputation), 
organizational assets, individuals, 
or other organizations

Bad ñactorsò ïnatural disasters, criminals, insiders

Bad ñactionsò ïfire, intrusions, corruption, DOS/DDOS

Critical Asset or 
Operation

Actor
Motive

Impact

Vulnerability

ωThe degree to which people, property, 
resources, and commerce, as well as 
environmental, social, and cultural activity, 
are susceptible to harm or destruction.  
[Rittinghouse]
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Risk

ωRelates Threats, to Likelihoodand ImpactΧΦ
ςPossibility of suffering harm or loss. It is the potential for realizing 

unwanted negative consequencesƻŦ ŀƴ ŜǾŜƴǘΧΦOCTAVE®

ςPotential for harm or loss. The chancethat an undesirable event will 
occur. Rittinghouse, et al.

ςLikelihoodof a threat agent taking advantage of a vulnerability and 
the resulting business impact.  A risk is the loss potential, or 
probability, that a threat will exploit a vulnerability.CISSP, Harris
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ARO ïSLE = ALE

Å Annual Rate of Occurrence

Å Single Loss Expectancy

Å Annual Loss Expectancy

Threat, Vulnerability, and Risk
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Risk = Threat + (Likelihood + Vulnerability) + Impact

Å Likelihood and Vulnerability 

can be assessed together, or 

separately
ñSystem X is vulnerable, but likelihood of being 

exploited is lowò

ñSystem X is not vulnerable because likelihood 

of being exploited is lowò

Risk

I
T V

ʨʠʩʢ



10

Risk Management

ωProcess of identifying, assessing, and reducing 
the risk to an acceptable level and 
implementing the right mechanisms to 
maintain that level of risk
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Risk

VMitigate

VAcceptVTransfer

OIgnore

Business Continuity Planning

ωBasic Objectives

ςto keep an organization running as normally as 
possible at all times, even in an emergency

ςprotection of critical business operations

ωCovers both disaster recovery planning and 
business resumption planning
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Risk Assessment

ωA study of vulnerabilities, 
threats, likelihood, loss or 
impact, and theoretical 
effectiveness of security 
measures. 
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Risk Assessment

Critical Assets 

& Processes

Threats Vulnerabilities Impacts

Risks

Mitigation

.ŀǎƛŎ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ƳƻŘŜƭ Χ

1. Yƴƻǿ ǿƘŀǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ȅƻǳ

2. Know what threats you have

3. Know your vulnerabilities and the 
likelihood they get exploited

4. Know the impact to your business if 
the threat occurred

5. Analyze your risks 
ς Risk = Threat + (Likelihood + Vulnerability) + Impact

6. 5ŜŎƛŘŜ ǿƘŀǘ ȅƻǳΩǊŜ ƎƻƛƴƎ ǘƻ Řƻ 
about the risks

Critical Assets 

& Processes

Threats Vulnerabilities Impacts

Risks

Mitigation
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Risk Assessment Models

ωManydocumented models of the same generalsteps

ςNIST800-30
ωRisk Management Guide for Information Technology Systems

ςNIST 800-39 (Draft)
ωManaging Risk from Information Systems

ςOCTAVE®
ωOperationally Critical Threat, Asset, and Vulnerability EvaluationSM

ςά/L{{tέ
ωThreat  x Vulnerability x Asset value = Total risk

ωARO x SLE = ALE
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Business Impact Analysis(BIA)

ωIdentifying

1. Critical business functions

2. Losses and effects if those functions are not 
available
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Most important function for the TLD manager
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Key Tenets of ADRP

1. Risk-based
ς Risk Assessment is the key to a successful plan
ς Know your most critical business functions

2. Threat-aware
ς Know what threatens you

3. Flexibility
ς Train on key activities and make sure you can adapt quickly to changes
ς Do not try to figure out every possible scenario

4. ά.ǳōōŀ-bŜǘέ
ς Establish relationships with others for help

5. Survival
ς LŦ ȅƻǳ ŘƻƴΩǘ ǎǳǊǾƛǾŜΣ ȅƻǳ ǿƻƴΩǘ ƴŜŜŘ ȅƻǳǊ Ǉƭŀƴ
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ADRPProcess
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Determine 

Critical Assets & 

Processes

Identify Threats

Identify 

Vulnerabilities

Assess the Risk

Identify Mitigation 

Strategy
Develop Plan

Train, Test & 

Maintain Plan

Identify Impacts

Project 

Initiation


