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First,ŀ ōŀǎƛŎ ŀǎǎǳƳǇǘƛƻƴΧΦ

ωAttack and Disaster Response Planning (ADRP) is 
a risk-based strategy for preparing an enterprise
(or operation) for an attack or disaster

ςΧ ǘƘŜǊŜŦƻǊŜΣ ȅƻǳ ƴŜŜŘ ǘƻ ƪƴƻǿ ǿƘŀǘ ȅƻǳǊ ǘǊǳŜ Ǌƛǎƪǎ 
are before you design your protection

Risk-based
Securing what is most 

important to you from 

whatever threatens it

Threat-based
Protecting against the latest 

threat

Protection matches the need

ñ$1,000,000 fence around a 

stack of quartersò 
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ωBusiness Continuity Plan / Business 
Recovery Plan

ωCOOP

ωCyber Incident Response Plan

ωContinuity of Support Plan / IT 
Contingency Plan

ωDisaster Recovery Plan

NIST SP 800-34

aŀƴȅ ǘȅǇŜǎ ƻŦ ŎƻƴǘƛƴƎŜƴŎȅ Ǉƭŀƴǎ Χ

4
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Business Continuity Plan (BCP)

APTLD Association ccTLD Training Workshop, Kuala Lumpur

5

NIST SP 800-34

ÅCƻŎǳǎŜǎ ƻƴ ǎǳǎǘŀƛƴƛƴƎ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 
business functions during and after a 
disruption

ÅMay be written for a specific business 
process or may address all key business 
processes

ÅMay not address long-term recovery of 
processes and return to normal operations

Business Recovery Plan (BRP)
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NIST SP 800-34

ÅAddresses restoration of business processes 

after an emergency

ÅΧ ōǳǘ ƭŀŎƪǎ ǇǊƻŎŜŘǳǊŜǎ ǘƻ ŜƴǎǳǊŜ 

continuity of critical processes 

throughout an emergency or disruption
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Continuity of Operations Plan
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NIST SP 800-34

ÅFocus on restoring essential functions at an 

alternate site for up to 30 days 

ÅDoes not necessarily include IT 

operations

ÅMinor disruptions that do not require 

relocation are typically not addressed

Cyber Incident Response Plan
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NIST SP 800-34

ÅProcedures to address cyber attacks against 

ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ L¢ ǎȅǎǘŜƳόǎύΦ 

ÅDesigned to enable security personnel to 

identify, mitigate, and recover from 

malicious computer incidents



5

Continuity of Support Plan /
IT Contingency Plan
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NIST SP 800-34

ÅGeneral support systems and contingency 

plans for major applications

ÅάL¢ ŎƻƴǘƛƴƎŜƴŎȅ ǇƭŀƴƴƛƴƎέ

Disaster Recovery Plan
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NIST SP 800-34

ÅCatastrophic events that deny access to the 

normal facility for an extended period

ÅFrequently, an IT-focused plan 

ÅDoes not address minor disruptions that 

do not require relocation
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NIST SP 800-34

hǘƘŜǊ Ǉƭŀƴǎ Χ

ωOccupant Emergency Plan (OEP)

ςΧ ǊŜǎǇƻƴǎŜ ǇǊƻŎŜŘǳǊŜǎ ŦƻǊ ƻŎŎǳǇŀƴǘǎ ƻŦ ŀ ŦŀŎƛƭƛǘȅ 
(fire, hurricane, criminal attack, or a medical 
emergency) 

ωCrisis Communications Plan

ςΧ ƛƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ 
procedures; often developed by the organization 
responsible for public outreach
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Contingency Planning Landscape

ωRisk Management has two primary functions

1. Identify threats and vulnerabilities
ωControls put into place to preventincidents or limit the effects 

of an incident

2. Identify residual risks
ωContingency plans must be put into place

12

APTLD Association ccTLD Training Workshop, Kuala Lumpur

NIST SP 800-34



7

! ƭƛǘŀƴȅ ƻŦ ǘŜǊƳǎ Χ

ωRecovery  vs. Response Planning

ωThreat, Vulnerability, & Risk 

ωRisk Management

ωBusiness Continuity Planning

ωRisk Assessment

ωBusiness Impact Analysis (BIA)

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Recovery vs. Response Planning
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Planning, Operations

Prevention, Monitoring

Response

Disaster

Recovery Business

Continuity Business

Recovery

Å Business as usual

Å Physical and Cyber 

Security practices

Å Life & Limb

Å Incident Response

Å Blocking, limit exposure

Å Incident Response

Å Initial Damage Assessment

Å Implement mutual support 

arrangements

Å Alternate site

Å Alternate processes

Å Operate under mutual 

support agreements

Å Return to old site or new 

permanent site

Å Restore normal operations
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Threat
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ÅEvents that cause a risk to become 
a loss

ÅAny potential danger that a 
vulnerability will be exploited by a 
threat agent

ΧAny circumstance or event with the 
potential to adversely impact 
organizational operations 
(including mission, functions, 
image, or reputation), 
organizational assets, individuals, 
or other organizations

Bad ñactorsò ïnatural disasters, criminals, insiders

Bad ñactionsò ïfire, intrusions, corruption, DOS/DDOS

Critical Asset or 
Operation

Actor
Motive

Impact

Vulnerability

ωThe degree to which people, property, 
resources, and commerce, as well as 
environmental, social, and cultural activity, 
are susceptible to harm or destruction.  
[Rittinghouse]

16
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Risk

ωRelates Threats, to Likelihoodand ImpactΧΦ
ςPossibility of suffering harm or loss. It is the potential for realizing 

unwanted negative consequencesƻŦ ŀƴ ŜǾŜƴǘΧΦOCTAVE®

ςPotential for harm or loss. The chancethat an undesirable event will 
occur. Rittinghouse, et al.

ςLikelihoodof a threat agent taking advantage of a vulnerability and 
the resulting business impact.  A risk is the loss potential, or 
probability, that a threat will exploit a vulnerability.CISSP, Harris

17
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ARO ïSLE = ALE

Å Annual Rate of Occurrence

Å Single Loss Expectancy

Å Annual Loss Expectancy

Threat, Vulnerability, and Risk
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Risk = Threat + (Likelihood + Vulnerability) + Impact

Å Likelihood and Vulnerability 

can be assessed together, or 

separately
ñSystem X is vulnerable, but likelihood of being 

exploited is lowò

ñSystem X is not vulnerable because likelihood 

of being exploited is lowò

Risk

I
T V

ʨʠʩʢ
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Risk Management

ωProcess of identifying, assessing, and reducing 
the risk to an acceptable level and 
implementing the right mechanisms to 
maintain that level of risk
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Risk

VMitigate

VAcceptVTransfer

OIgnore

Business Continuity Planning

ωBasic Objectives

ςto keep an organization running as normally as 
possible at all times, even in an emergency

ςprotection of critical business operations

ωCovers both disaster recovery planning and 
business resumption planning

20
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Risk Assessment

ωA study of vulnerabilities, 
threats, likelihood, loss or 
impact, and theoretical 
effectiveness of security 
measures. 

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Risk Assessment

Critical Assets 

& Processes

Threats Vulnerabilities Impacts

Risks

Mitigation

.ŀǎƛŎ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ƳƻŘŜƭ Χ

1. Yƴƻǿ ǿƘŀǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ȅƻǳ

2. Know what threats you have

3. Know your vulnerabilities and the 
likelihood they get exploited

4. Know the impact to your business if 
the threat occurred

5. Analyze your risks 
ς Risk = Threat + (Likelihood + Vulnerability) + Impact

6. 5ŜŎƛŘŜ ǿƘŀǘ ȅƻǳΩǊŜ ƎƻƛƴƎ ǘƻ Řƻ 
about the risks

Critical Assets 

& Processes

Threats Vulnerabilities Impacts

Risks

Mitigation

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Risk Assessment Models

ωManydocumented models of the same generalsteps

ςNIST800-30
ωRisk Management Guide for Information Technology Systems

ςNIST 800-39 (Draft)
ωManaging Risk from Information Systems

ςOCTAVE®
ωOperationally Critical Threat, Asset, and Vulnerability EvaluationSM

ςά/L{{tέ
ωThreat  x Vulnerability x Asset value = Total risk

ωARO x SLE = ALE

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Business Impact Analysis(BIA)

ωIdentifying

1. Critical business functions

2. Losses and effects if those functions are not 
available

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Most important function for the TLD manager
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Key Tenets of ADRP

1. Risk-based
ς Risk Assessment is the key to a successful plan
ς Know your most critical business functions

2. Threat-aware
ς Know what threatens you

3. Flexibility
ς Train on key activities and make sure you can adapt quickly to changes
ς Do not try to figure out every possible scenario

4. ά.ǳōōŀ-bŜǘέ
ς Establish relationships with others for help

5. Survival
ς LŦ ȅƻǳ ŘƻƴΩǘ ǎǳǊǾƛǾŜΣ ȅƻǳ ǿƻƴΩǘ ƴŜŜŘ ȅƻǳǊ Ǉƭŀƴ

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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ADRPProcess

APTLD Association ccTLD Training Workshop, Kuala Lumpur

26

Determine 

Critical Assets & 

Processes

Identify Threats

Identify 

Vulnerabilities

Assess the Risk

Identify Mitigation 

Strategy
Develop Plan

Train, Test & 

Maintain Plan

Identify Impacts

Project 

Initiation
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DETERMINING CRITICAL ASSETS 
AND OPERATIONS

Block III: Attack and Disaster Response Planning

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Section Objectives

ωAt the end of this section you will be 
introduced to:

ςConcepts of critical operations, assets, services, 
functions, and relationships

ς²ŀȅǎ ǘƻ ƛŘŜƴǘƛŦȅ ǿƘŀǘΩǎ ŎǊƛǘƛŎŀƭ

ςBusiness Objective Areas

ςConcepts of business impact assessment

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Project team Χ
ωDedicated team leader 

(and assistant)

ωEach main business 
and operational area 
of the organization

ςSubject matter experts 
on their function and 
its key risk areas

29
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What would a ccTLDteam look like?

Documentation Requirements Χ

VOrganization chart
VAny existing plans
VEmergency contact 

information for:
ςStaff
ςSuppliers
ςProfessional advisors
ςEmergency services

VFacility addresses, maps, 
floor plans

VOffsite storage procedures
V Insurance policy 

information

V IT and communications 
system specifications

VCopies of maintenance 
agreements and SLAs

VExisting procedures for: 
ςEvacuation
ςHealth and Safety
ςOperations and 

Administration

V Inventories
ςEquipment, key information 

assets, IT assets

VRelevant industry 
regulations and guidelines

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Candidate Project DeliverablesΧ

ωBusiness risk and impact analysis

ωEmergency and recovery procedures

ωChecklists for coping with attack and 
disaster response (and recovery)

ωPlans for testing attack and disaster 
response processes

ωPlans for training staff on the processes

ωProcedures for keeping the plan current

31
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Determine Critical Assets & Operations
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Critical 
Systems & 

People

Critical Assets, 
Functions, 
Operations

Business 
Objectives

Question:  What are your 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ƴƻǎǘ 
important objectives?

Question:  What are the most 
important aspects of your 
ōǳǎƛƴŜǎǎ ǘƘŀǘ ȅƻǳ ŎŀƴΩǘ ŀŦŦƻǊŘ ǘƻ 
lose?
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Business Objective Areas

ωAreas that are important to your organization
ςHealth and safety, financial, reputation, laws & 

regulations

ω.ŀǎŜŘ ƻƴ ǎŜƴƛƻǊ ƳŀƴŀƎŜƳŜƴǘΩǎ ǾƛŜǿ ƻŦ ǘƘŜ Ǌƛǎƪ 
environment

33
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Low

Medium

HighE

X

A

M

P

L

E

Service Availability

Service is minimally affected; little or no effort or 

expense is required to recover.

Service is disrupted, and some effort and expense is 

required to recover.

Service is irrevocably destroyed or damaged.

Riské

Critical Assets & Operations

Question:  What are your 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ƴƻǎǘimportant 
objectives?

Question:  What are the most 
important aspects of your 
ōǳǎƛƴŜǎǎ ǘƘŀǘ ȅƻǳ ŎŀƴΩǘ ŀŦŦƻǊŘ ǘƻ 
lose?

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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ÅReputation & customer confidence
ÅProductivity
ÅHealth and safety
ÅMaintaining customers
ÅAvoiding fines and legal penalties
ÅFinancial stability or growth
ÅPolitical influence

ÅBusiness or services provided
ÅStaff & subject matter expertise
ÅSystems & infrastructure
ÅRelationships & good will
ÅContracts and other obligations

òBusiness Objectivesó
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Business Impact Analysis
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Critical 
Systems & 

People

Critical Assets, 
Functions, 
Operations

Business 
Objectives

Mapping critical functions to the IT and 
people affecting & affected by disruption

ά Whatwould it affect that is 
ƛƳǇƻǊǘŀƴǘ ǘƻ ƳŜΚέ

Defineand assigna criticality 
rating to the impact
Å Mission-critical
Å Vital (essential)
Å Important
Å Minor

òOperational Impactó

ά Iƻǿ ƭƻƴƎ Ŏŀƴ L ŀŦŦƻǊŘ ǘƻ 
ƘŀǾŜ ƛǘ ŘƛǎǊǳǇǘŜŘΚέ

Costs of Disruption vs. Recovery

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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C

O

S

T

TIME

Cost of disruption

Cost to recover

Trade Off
1. Solutions for quick recovery may be costly
2. Waiting too long to recover may be costly
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DETERMINING THREATS, 
VULNERABILITIES, AND THREAT 
SCENARIOS

ADRP

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Section Objectives

ωAt the end of this section you will be 
introduced to:

ςConcepts of threats, business concerns, 
vulnerabilities, and threat scenarios

ςA range of possible outcomes of threats to ccTLD
operations

ςCyber threats to ccTLDoperations and 
infrastructure

ςVulnerabilities of a ccTLD

38
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A quick look at threat analysis Χ

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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ά¢ƘǊŜŀǘ {ŎŜƴŀǊƛƻέ

Outcome

Vulnerability

ά.ǳǎƛƴŜǎǎ /ƻƴŎŜǊƴέ

Threat

Critical Asset

ωDisclose
ωModify
ωLose
ωInterrupt

ωTechnical
ωDesign
ωProcedural

ωMan-made
ωNatural & Environmental

ωPeople
ωProcess
ωTechnology

Threats

ωNatural disasters
ςTyphoon, tornado, flood, earthquake, tsunami, fire

ωDeliberate destruction
ςTerrorism, sabotage, war, theft, fraud, arson, labor 

dispute

ωLoss of utilities or services
ςPower, gas, water, oil & petro, communications

ωEquipment failure
ςInternal power, HVAC, security systems, control 

systems

40
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Threats

ωInformation security
ςMalware, cybercrime, IT system failure, system 

misconfiguration, unpatchedsystems

ωOther
ςEpidemic, contamination, workplace violence, 

political (nationalization)

ωNon-emergency 
ςHealth, safety, morale, mergers, negative 

publicity, legal

41
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Categorizing Outcome
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Information 

Security 

Objectives

Confidentiality

IntegrityAvailability

ÅLose important or sensitive information, 

hardware, software

ÅInterrupt access to important, software, 

applications or services

ÅDisclose sensitive information

ÅModify important or sensitive 

information

é a lesser form of ñimpactò
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Identify Threats & Business Concerns

ωBusiness Concerns

ςά¢ƘƛƴƎǎ ǘƘŀǘ ƪŜŜǇ ȅƻǳ ǳǇ ŀǘ ƴƛƎƘǘΧέ

43
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What threats does a ccTLDface?

ñPower outages, floods, and other external events can lead to a denial of 

access to the office.  This essentially shuts the process of updating the file.ò

ñStaff could intentionally enter erroneous 

data into the zone database.ò

ñThereôs no physical security for the room where staff log on to the database system. Anyone 

could wander in and see sensitive registry information displayed on the workstations.ò

Vulnerability

ωThe degree to which people, property, 
resources, and commerce, as well as 
environmental, social, and cultural activity, 
are susceptible to harm or destruction.  
[Rittinghouse]

44

APTLD Association ccTLDTraining Workshop, Kuala Lumpur



23

Χin a System Security Context

ωA flaw or weakness in system security 
procedures, design, implementation, or 
internal controls that, if exercised 
(accidentally triggered or intentionally 
exploited), would result in a security breach* 
ƻǊ ŀ Ǿƛƻƭŀǘƛƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳΩǎ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎȅ

Rittinghouse, et al.

* Breach = violation of security goal (destruction, interruption, modification, disclosure) 

45
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Types of Vulnerabilities
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Technical Vulnerabilities
ÅHardware, software, configurations
ÅWeaknesses that can directly lead to 

unauthorized action

Design Vulnerabilities
ÅNetwork architecture 

and configuration

Procedural & Administrative 
Vulnerabilities

ÅNormal business processes
ÅResponses to incidents
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Outcome +Business Impact = Threat 
Scenario

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Χ ǎƻ ǿƘŀǘΚ

Information 

Security 

Objectives

Confidentiality

IntegrityAvailability

ÅLose important or sensitive information, 

hardware, software

ÅInterrupt access to important, software, 

applications or services

ÅDisclose sensitive information

ÅModify important or sensitive 

information

Threat Scenarios

Critical asset or process
+ Valid threat
+ Real vulnerability
+ Likelihood of occurring
+ Impact on the business

Threat Scenario

ωΧ ōŀǎƛǎ ŦƻǊ ŀƴŀƭȅȊƛƴƎ Ǌƛǎƪǎ ŀƴŘ ŘŜǘŜǊƳƛƴƛƴƎ ǿƘƛŎƘresponse 
& recovery plans should be developed and maintained
ςAssumes general likelihood of occurring; sets stage for risk 

analysis

48
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What threat scenarios apply to a ccTLD?

http://www.pcbypaul.com/wpclipart/tools/magnify_glass_large.png
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ANALYZE RISKS

ADRP

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Section Objectives

ωAt the end of this section you will:

ςUnderstand the components that make up the 
basic risk equation

ςBe familiar with the use of business objectives in 
the overall risk analysis

ςBe introduced to risk considerations applicable to 
ccTLDoperations

APTLD Association ccTLD Training Workshop, Kuala Lumpur

50
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A quick look at analyzing riskΧ

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Threat 

Scenarios

ÅThreat source motivation
ÅNature of vulnerability
ÅExistence & effectiveness of 

current controls

ÅLikelihood of occurring
ÅImpact of each event

Χ ŦƻǊ ŜŀŎƘ ǎŎŜƴŀǊƛƻ

Risk 

Assessment

ά¢ƘǊŜŀǘ {ŎŜƴŀǊƛƻέ

Outcome

Vulnerability

ά.ǳǎƛƴŜǎǎ /ƻƴŎŜǊƴέ

Threat

Critical Asset

ωDisclose
ωModify
ωLose
ωInterrupt

ωTechnical
ωDesign
ωProcedural

ωMan-made
ωNatural & Environmental

ωPeople
ωProcess
ωTechnology

Quantitative Risk Analysis

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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ARO ïSLE = ALE

Å Annual Rate of Occurrence

Å Single Loss Expectancy

Å Annual Loss Expectancy

1.    Asset Value ïExposure Factor = SLE

ÅExposure Factor = % of loss a realized threat 

could have on a certain asset

2.    SLE ïARO = ALE

ÅARO = estimated frequency of a specific threat 

taking place within a 1-year timeframe
Å 0.0 Ą Never

Å 1.0 Ą at least once a year

Å > 1.0 Ą more frequently

Hard to do?  
Whatõs the ARO of a hacker disrupting your DNS?
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Qualitative Risk Analysis
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Primarily pertains to assessing likelihood of 
an event occurring and describing the impact

Probability of Event Occurring Impact Rating for Event Occurrence

Rating Likelihood Rating Severity

5 very high 5 Unrecoverable damage

4 high 4 Devastating

3 medium 3 Major repairs

2 low 2 Some repairs needed

1 very low 1 Minor cosmetic

Qualitative Risk Analysis

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Primarily pertains to assessing likelihood of 
an event occurring and describing the impactProbability of Event 

Occurrence

Impact Rating for Event Occurrence

Ranking Likelihood Ranking Severity

5 very high 5 Unrecoverable damage

4 high 4 Devastating

3 medium 3 Major repairs

2 low 2 Some repairs needed

1 very low 1 Minor cosmetic

Impact to é

Business Objective Areas
Å Financial
Å Legal
Å Reputation
Å Health & Safety
Å Political
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Risk Level Matrix
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Threat 

Likelihood

IMPACT RATING

Very Low 

(1)

Low (2) Medium (3) High (4) Very High 

(5)

Very High (5) 5 10 15 20 25

High (4) 4 8 12 16 20

Medium (3) 3 6 9 12 15

Low (2) 2 4 6 8 10

Very Low (1) 1 2 3 4 5

Probability of Event 

Occurrence

Impact Rating for Event Occurrence

Ranking Likelihood Ranking Severity

5 very high 5 Unrecoverable damage

4 high 4 Devastating

3 medium 3 Major repairs

2 low 2 Some repairs needed

1 very low 1 Minor cosmetic

For each scenario Χ

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Prioritized Business 
Objectives

Å Reputation
Å Financial
Å Legal
Å Productivity
Å Safety / Health
Å ΧŜǘŎΦ

Business 

Objective Area

Ranking Impact Rating Score

Reputation 4 (most 

important)

25 100

Financial 3 10 30

etc. 2 50 100

Χ 1 (least 

important)

10 10

Total Score 240

Scores represent priority of efforts, only

Threat 

Likelihood

IMPACT RATING

Very Low 

(1)

Low (2) Medium (3) High (4) Very High 

(5)

Very High (5) 5 10 15 20 25

High (4) 4 8 12 16 20

Medium (3) 3 6 9 12 15

Low (2) 2 4 6 8 10

Very Low (1) 1 2 3 4 5
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DEVELOP MITIGATIONSTRATEGY & 
ATTACK / DISASTER RESPONSE 
PLAN

ADRP

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Section Objectives

ωAt the end of this section you will be 
introduced to:

ςMitigation strategies and criteria for selection

ςResponse considerations

ςElements of an Attack and Disaster Response Plan

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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Risk Management

ωProcess of identifying, assessing, and reducing 
the risk to an acceptable level and 
implementing the right mechanisms to 
maintain that level of risk
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Risk

VMitigate

VAcceptVTransfer

OIgnore

Risk Strategies

ωExpanded Options

ςAssumption

ςAvoidance

ςLimitation

ςPlanning

ςAcknowledgement & 
Research

ςTransference

60
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Risk

VMitigate

VAcceptVTransfer

OIgnore
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Assumption

Χ ŀŎŎŜǇǘŀƴŎŜ

ωAccepting the potential risk and 
continuing to operate

ωNot really a risk management 
strategy by itself since risk is not 
reduced

ςUsually after taking some action to 
lower the risk to an acceptablelevel
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Avoidance

ωAn INFORMED DECISION to not get involved 
with a risky action

ςShut down when risks suspected

62
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Limitation

Χ ƳƛǘƛƎŀǘƛƻƴ

ωTaking action to 
reduce the 
likelihood of 
occurrence and/or 
its consequences
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Planning

ωDeveloping a risk mitigation 
plan that prioritizes, 
implements, and maintains 
controls
ςάр {ǘŜǇǎέ
ωDetermine what unexpected events 

mightoccur
ωDetermine which are likelyto occur
ωAnalyze the impact
ωPlan alternatives in case they do 

occur
ωImplement techniques to deal with 

the unexpected

64
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Acknowledgement & Research

ωAcknowledging that a vulnerability exists and 
researching appropriate controls

ωTEMPORARY STRATEGY!

ςUseful during set up of new systems or processes

65
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Transferrence

ωShift responsibility or burden 
for loss to another party

ςContracts

ςHold-harmless agreements

ςInsurance

ςΧ ǳǎǳŀƭƭȅ ǳǎŜŘ ƛƴ ŎƻƳōƛƴŀǘƛƻƴ 
with other strategies

66
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Cost vs. Time for Risk Strategies
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Avoidance

Acceptance

Transference

Limitation

adapted from Snedaker

C

O

S

T

TIME

Å When vulnerability (or flaw, weakness) exists ᾝ implement assurance techniques to reduce the 
likelihoodƻŦ ŀ ǾǳƭƴŜǊŀōƛƭƛǘȅΩǎ ōŜƛƴƎ ŜȄŜǊŎƛǎŜŘΦ

Å When a vulnerability can be exercised ᾝ apply layered protections, architectural designs, and 
administrative controls to minimize the risk of or prevent this occurrence.

Å ²ƘŜƴ ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ Ŏƻǎǘ ƛǎ ƭŜǎǎ ǘƘŀƴ ǘƘŜ ǇƻǘŜƴǘƛŀƭ Ǝŀƛƴ ᾝ apply protections to ŘŜŎǊŜŀǎŜ ŀƴ ŀǘǘŀŎƪŜǊΩǎ 
motivationōȅ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ Ŏƻǎǘ όŜΦƎΦΣ ǳǎŜ ƻŦ ǎȅǎǘŜƳ ŎƻƴǘǊƻƭǎ ǎǳŎƘ ŀǎ ƭƛƳƛǘƛƴƎ ǿƘŀǘ ŀ ǎȅǎǘŜƳ 
ǳǎŜǊ Ŏŀƴ ŀŎŎŜǎǎ ŀƴŘ Řƻ Ŏŀƴ ǎƛƎƴƛŦƛŎŀƴǘƭȅ ǊŜŘǳŎŜ ŀƴ ŀǘǘŀŎƪŜǊΩǎ ƎŀƛƴύΦ

Å When loss is too great ᾝ apply design principles, architectural designs, and technical and nontechnical 
protections to limit the extent of the attack, thereby reducing the potential for loss.

APTLD Association ccTLD Training Workshop, Kuala Lumpur

68

Source:  NIST SP 800-30

When do I 
mitigate?
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Response Communications

ωInternal

ωClosestakeholders

ωIndustry

ωGovernment

ωNational Critical Infrastructure Management 
Teams

ωMedia & the Public

69
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Elements of a Communications Plan

ωInternal

ςNotifying team members and key personnel

ςHow and when will they be notified?

ωEmployee

ςNotifying other employees who are not part of the 
response team

70
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Elements of a Communications Plan 
(cont.)

ωCustomers & Stakeholders

ςCommunicate:

ωFact of the disruption or status update

ωBasic steps being taken

ωEstimated impact or down time

ςBusiness concerns ςshort-term financial impact 
and ongoing viability of the operation
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Elements of a Communications Plan 
(cont.)

ωIndustry
ςShare details of the attack

ςPass signatures and indicators through partnerships, 
security forums & contacts

ωMedia & the Public
ςBe the first one that talks ςƭƛƳƛǘ άŘŀƳŀƎŜ ŎƻƴǘǊƻƭέ

ς¢ŀƪŜ ŎŀǊŜ ƴƻǘ ǘƻ άƻǾŜǊ ŘǊŀƳŀǘƛȊŜέ ǘƘŜ ŀǘǘŀŎƪ ƻǊ ǘƘŜ ƛƳǇŀŎǘ

ςProactive vs. passive; prepared vs. impromptu

ωGovernment

72
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Who else does a ccTLDcommunicate with?
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4 Rules for Crisis Communications

1. Tell the truth
ςbƻǘ άǘŜƭƭ ŀƭƭέΤ άƭŜǎǎ ƛǎ ƳƻǊŜέ
ςBe cautious about specifics 

(cause, impact, etc.) until 
verified or confirmed

2. Speak with single voice & 
single face

3. Provide prepared 
statements & formatted 
responses
ς Not an emotional event

4. In all directions (almost) 
simultaneously
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Crisis Communications Checklist

1. Define communications 
needs

2. Develop communications 
plan objectives based on 
target audience

3. Identify triggers for 
activating commplan
ς Include all assumptions

4. Develop distribution list and 
methods based on scenarios
ς Email / phone outage
ς Distribution alternatives

5. List legal or regulatory 
constraints the may impact 
message or timing

6. List of contacts needed to 
distribute the message

7. Develop communication 
template

8. Develop message content
9. Identify who can release the 

message
10. Establish distribution 

channels
11. Identify frequency of 

communications
12. Keep communications log
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adapted from Snedaker
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Documenting yourǇƭŀƴΧ
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I. System description

i. Critical systems

ii. Processes

II. Key contacts

III. Roles & Responsibilities

IV. General threats and impact

V. Response procedures

i. Criteria for execution

ii. Threat scenario(s)

iii. Procedures / checklists

iv. Partnerships

v. Restoration priorities

vi. Restoration considerations

System Description

ωSystem maps or topology diagrams

ωInventories

ςHardware, software

ςConfigurations & Locations

ωProcess flow diagrams for critical activities

ςManual and automated procedures

ςPriorities

76
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Key Personnel & Contacts

ωInitial contact (Primary and Alternate)
ωEmergency services (fire, security)
ωSenior leadership & management
ωKey process owners
ςAttack or disaster response team (if applicable)
ςMutual aid / reciprocal partners
ςIT Staff

ωService providers (utilities, telecomm)
ωSecondary Contacts
ςVendors/suppliers
ςKey users

77
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Roles and Responsibilities

ωResponse Coordinator

ωResponse Team

ςIncident response

ςBusiness recovery

ωCommunications Team

ςGovernment & Stakeholder liaisons

ωLegal

ωOffice Services
78
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General Threats & Impacts

ωDraw from risk assessment and business 
impact assessment

ωBroad description that covers the objectives 
for the plan

ωDelineate scenarios which do not have 
response procedures in place

ςBroad outline of response notifications
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Response Procedures

ωΧ ƻǊƎŀƴƛȊŜ ōȅ ǘƘǊŜŀǘ ǎŎŜƴŀǊƛƻ ƻǊ ƪŜȅ ǇǊƻŎŜǎǎŜǎ 
(impacts) 
ςάǎǇŜŎƛŦƛŎƛǘȅ ǾǎΦ ŦƭŜȄƛōƛƭƛǘȅέ

ωCriteria for execution
ωProcedures and checklists
ςActivation, response, recovery
ςList action, responsibility, and status
ςIf referencing other sources, include latest reference copy

ωPartnerships
ςMutual aid or reciprocal contacts & procedures to 

implement

80
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Recovery

ωRestoration priorities

ςSystems, data, processes, services, facilities

ωTransition strategy

ςFrom backup and reciprocal processing to normal 
processes

81
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anycast

A Primer On

82
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What is Anycasting?

ωάAnycastis a network addressing and routing 
scheme whereby data is routed to the 
"nearest" or "best" destination as viewed by 
ǘƘŜ ǊƻǳǘƛƴƎ ǘƻǇƻƭƻƎȅΦέ ςWikipedia

ωThis means announcing the same IP address 
from multiple locations.

L-ROOT Example

ωL.root-servers.netcan be found at 199.7.83.42

ωThe IPv4 address prefix 199.7.83.0/24 is 
announced by our routers in Los Angeles 
under AS20144

ωThe same AS# and IPv4 range 199.7.83.0/24 
are also announced by our routers in Miami. 
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Both networks look the same!

L-LAX

L-MIA
199.7.83.0/24

199.7.83.42

199.7.83.42

199.7.83.0/24

NS

Packets will find their way to 

topologically closest instance

LǘΩǎ ǊŜŀƭƭȅ ǘƘŀǘ ǎƛƳǇƭŜ ōǳǘΧ

ωBecause routing information changes this is 
really only useful for UDP or short lived TCP 
sessions.

ωDNS is mainly UDP based with some short 
lived TCP sessions. 

ωZone transfers and management of Anycast
systems tend to still use unicast..
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Management interfaces have unique IP 
Addresses! (Not Anycast)

L-LAX

L-MIA
199.7.83.0/24

199.7.83.42

199.7.83.42

199.7.83.0/24

Management: x.y.z.0/24

Management: a.b.c.0/24

BLOCK IV: EVALUATING & 
MAINTAINING YOUR PLANS
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Section Objectives

ωAt the end of this section you will be 
introduced to:

ςTechniques for evaluating your plan

ςCapturing lessons learned & updating plans 
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Why exercise?  hǳǊ ŎƻƴǘŜȄǘΧΦ

ωAssessment
ςProvides more accurate measure of how 
ŜŦŦŜŎǘƛǾŜ ŀƴ ŜƴǘŜǊǇǊƛǎŜΩǎ ǊŜǎǇƻƴǎŜ ǿƛƭƭ ōŜ
ςCompliance checking is static
ωSnapshot in time
ω5ƻŜǎƴΩǘ ŀŎŎƻǳƴǘ ŦƻǊ ǇǊƻŎŜŘǳǊŜΣ ŎǊŜŀǘƛǾƛǘȅΣ ƻǊ 

application

ωTraining
ςά¢Ǌŀƛƴ ƭƛƪŜ ȅƻǳ ŦƛƎƘǘέ

ωTesting
ςProvides operational environment to test 

people, processes, and technology
ςContext for plan walk-through

Exercise

APTLD Association ccTLD Training Workshop, Kuala Lumpur
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ExercisingȅƻǳǊ Ǉƭŀƴ Χ
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Review

ωManagement, key staff, and 
business area managers review 
copies of the plan

ςLook at checklists and procedures

ςReview threat scenarios and 
business impact assessments

ωUsually a periodic (annual) 
requirement

92
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StructuredWalk-Through

ωKeystaff and operations 
managers meet to review the 
plan together

ωά¢ŀōƭŜǘƻǇ 9ȄŜǊŎƛǎŜέ
ςFacilitateddiscussions focused 

on identified threat scenarios

ωFocus on decision-making 
(policy & priorities) and 
identifying gaps
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Simulation (FunctionalExercise)

ωPractice execution
ςReal or simulated communications 

and coordination

ςCan be supported by limited drill 
or hands-on system rehearsal

ωάtǊƻŎŜǎǎ-ƻǊƛŜƴǘŜŘέ 

ωAttended by keymanagers and 
support personnel

94
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Tests (Field Exercise)

ωParallel-test

ςCritical systems and processes runat alternate 
site

ωFull-interruption test

ςNormal operations shut downto execute actual 
procedures

ςDifficult to plan & coordinate; easy to execute

ωTemporaryservices provided by alternate or reciprocal 
site
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Basic Approach

ωWhat is it that you 
want to:

ςaccomplish

ςassess, examine, train

ωEstablish the desired 
scope & complexity of 
the exercise

96
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Establish 

Objectives
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Basic Approach

ωIdentify the scenario or context
ωEstablish a planning team
ωEstablish simulation, lab, or range 

support
ωDevelop a Master Scenario Events List 

(MSEL) or similar guide
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Establish 

Objectives

Plan the 

Event

Basic Approach

ωStand-alone vs. integrated
ωDiscussion-based tabletops
ωFunctional, operations-based
ωά[ƛǾŜ-ŦƛǊŜέ ŘǊƛƭƭǎ ϧ ŘŜƳƻƴǎǘǊŀǘƛƻƴǎ
ωCommand & control
ωObservation

98
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Establish 

Objectives

Plan the 

Event
Execute
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Basic Approach

ωHot washes &after-action reporting
ωMeasures of effectiveness
ςObjectives met?
ςMetrics?

ωGaps, Lessons Learned
ω5ŜŘƛŎŀǘŜŘ ŜǾŀƭǳŀǘƛƻƴ άǘŜŀƳέ
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Establish 

Objectives

Plan the 

Event
Execute

Analyze & 

Assess 

Results

Basic Approach 

Establish 

Objectives

Plan the 

Event
Execute

Analyze & 

Assess 

Results

ÅFeedback is essential

- Training, procedures

- Risk assessments & situational awareness

- Threat scenarios, areas of concern

- Business continuity planning

Attack and 

Disaster 

Response Plan
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Contacts

Steve Conte
Chief Security Officer, ICANN
steve.conte@icann.org

Chris Fogle

CISSP, Delta RiskLLC

cfogle@delta-risk.net

101
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CYBER THREATS TO ccTLDS

A Primer On
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Section Objectives

ωAt the end of this section you will be 
introduced to:

ςCurrent and emerging cyber threats to ccTLD
operations and services

ςCandidate mitigation activities
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Overview

ωCyber Threats ςDescription, Motivation, 
Effects & Mitigation

ςZone Transfer

ςNon-Authoritative Spoofing

ςInternal Poisoning

ςExternal Poisoning

ςSingle Point of Failure

ςDistributed Denial of Service (DDoS)
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Notional ccTLD Architecture

ωCore Architecture

User
Registrant

NS1

NS2

The Minimum to Get the Job Done

Your Implementation May Differ!
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Threats

Zone Transfer

106
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Threats ςZone Transfer 

ωConcept - Enumeration
ςUsed to Retrieve All Information From a DNS Server

ςNormally Used by Secondary to Sync with Primary

ωMotivation
ςPolitical : DNS Administrators May List Sensitive 

Information in Zone Comments

ςFinancial : Can be Used to Find Addresses That are NOT 
Currently Registered for ά5ƻƳŀƛƴ {ǉǳŀǘǘƛƴƎέ

ςMalicious: Can be Used to Obtain Information for Use in 
Future Attacks
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Threats ςZone Transfer 

ωRemediation via Configuration Change
ςRestrict Zone Transfers to ONLY Trusted Secondary DNS 

Servers

ςUse Transaction Signatures (TSIG) for Zone Transfers

User
Registrant

NS1

NS2

108
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Threats

Non-Authoritative Spoofing

109
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Threats ςNon-Authoritative Spoofing

ωConcept - Corruption
ςChange in Upstream DNS Server Causes Spoofed or 

Incorrect Resolutions

ς!ǘǘŀŎƪ 5ƻŜǎƴΩǘ ¢ŀǊƎŜǘ ccTLD Architecture 

ωMotivation
ςMalicious: Denial of Service

ςPolitical: Denial of Service, Redirection

110

APTLD Association ccTLD Training Workshop, Kuala Lumpur



56

Threats ςNon-Authoritative Spoofing

ωRemediation via Detection & Communication
ςccTLDs Do Not Control the Affected Infrastructure

ςDetection Becomes Critical 
ωMonitor User / Registrant Communications

ωMonitor Traffic Usage for Sites You Control ςa Significant and 
Sudden Drop in Traffic Could be a Problem

ςCommunicate Issue with Upstream Server Operators

ωAlternative Solutions:
ςDiversity of Key Sites Under Different Name Registrations

111
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Threats

Internal Poisoning
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Threats ςInternal Poisoning 

ωConcept - Corruption
ςChange of Registration Data via Internal Processes

ςIntentional
ωDisgruntled Employees can Change Registry Data

ωOutsiders Pretending to be a Customer Request an ά¦ǇŘŀǘŜέ ǘƻ 
Their Account

ςAccidental
ωUntrained Employee
ωTypos in Registry Data

ωMotivation
ςMalicious: Denial of Service or Defacement

ςAccidental: Denial of Service or Defacement
113
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Threats ςInternal Poisoning 

ωRemediation via Authentication & Authorization
ςAuthenticate All External Requests for Updates

ςInternal Authorizations of All Changes

ςBackup Registry Data on a Regular Basis

User
Registrant

NS1

NS2

114
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Threats

External Poisoning
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Threats ςExternal Poisoning 

ωConcept ςCorruption
ςChange of DNS Data via External Input 

ςAlso Known as Cache Poisoning

ςVulnerable Servers:
ω5b{ {ŜǊǾŜǊǎ ²ƘƛŎƘ tǊƻŎŜǎǎ ά!ŘŘƛǘƛƻƴŀƭέ LƴŦƻǊƳŀǘƛƻƴ

ω5b{ {ŜǊǾŜǊǎ ²ƘƛŎƘ tǊƻŎŜǎǎ άwŜŎǳǊǎƛǾŜέ wŜǉǳŜǎǘǎ

ωMotivation
ςMalicious: Denial of Service or ά5ŜŦŀŎŜƳŜƴǘέ

ςAccidental: Denial of Service 
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Threats ςExternal Poisoning 

ωRemediation via Configuration
ςOnly Trust Authoritative Server Information

ς5ƛǎŎŀǊŘ !ƭƭ ά!ŘŘƛǘƛƻƴŀƭέ LƴŦƻǊƳŀǘƛƻƴ

ςDisable Recursive Queries

User
Registrant

NS1

NS2
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Threats

Single Point of Failure
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Threats ςSingle Point of Failure

ωConcept ςDisruption
ςA Failure of a Component Causes Connectivity Loss

ςConfiguration Changes with Side Effects

ςDenial of Service Attacks 

ωMotivation
ςMalicious: Denial of Service 

ςPolitical: Denial of Service

ςAccidental: Denial of Service
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Threats ςSingle Point of Failure

ωRemediation via Diversity
ςUnderstand Where Your Single Points Are

ςAdd Duplicate Servers and Capacity Where a Single Point 
of Failure Exists

ςEnsure Automated Data Replication

User
Registrant

NS1

NS2
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Threats

BotNets
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Threats ςBotNets

ωCompromised Hosts (Zombies) are Centrally 
Controlled by a Single Entity (a Bot Herder)

ωTypically Used for Malicious Purposes 
ςDDoS, spam, Non-attribution Attacks

BotNet ïñA collection of software robots, or bots, which run 

autonomously and automaticallyò
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Threats

Distributed Denial of Service
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Threats ςDDoS

ωConcept ςDisruption
ςUse The DNS Protocols Against Itself
ςRegular Queries
ωHow Many Queries per Second Can Your Servers Handle?
ωHow Much Bandwidth Do You Have?

ςAmplification Attacks
ωA Query Which Returns a Larger Amount of Data Than Original Request

ωMotivation
ςMalicious: Denial of Service
ςPolitical: Denial of Service (Cyber Riots)

ςBadge of Honor: DoS the Root DNS Servers
ςAdvertising: Demonstrate Power of BotNet

124
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Threats ςDDoS

ωRemediation via Diverse Architecture
ςGeographic Separation

ςAnycasting

ςCountry Localized and Global Servers

Registrant

NS1

NS2

International 

User

Geographic 

SeparationAnycastingInternal 

User
Country 

Localized DNS

125

Threats ςDDoS

The Same Attack with Geographic 
Diversity and Anycasting

Registrant

NS1

NS2

International 

User

Geographic 

SeparationAnycastingInternal 

User
Country 

Localized DNS

126
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Threats ςDDoS

NS1

NS2

Attack In Progress

- Same Setup as Before

- Different Routes to ccTLD, 

- Splits Traffic Between Servers

Hack.com

01

01
01
01
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Threats

Another DDoS Example

Attacking a Target Through the ccTLD

128

APTLD Association ccTLD Training Workshop, Kuala Lumpur


