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Getting rid of WPAD vulnerability
- From Registry's Perspective -
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• What JPRS did against WPAD vulnerability
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Microsoft Security Advisory (945713)
<http://www.microsoft.com/technet/security/advisory/945713.mspx>
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What happened?

3 Dec 2007: Advisory published (by Microsoft)

4 Dec 2007: Issues discussed among registries

6 Dec 2007: temporarily blocked the registration of 
'WPAD' as the 3rd and further level domain labels

JPRS
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'WPAD' as the 3rd and further level domain labels

12 Dec 2007: decided the label 'WPAD' to be reserved 

14 Dec 2007: announced its action to registrars, 

CERT, and ISP associations

19 Dec 2007: announced its action to hosting providers

21 Dec 2007: announced its action to the public



JAPAN REGISTRY SERVICESJAPAN REGISTRY SERVICES

Reaction of Registries

TLD Block of 
wpad.**.tld

Remarks Info 
source

Date

.fr Y C 5 Dec 07

.pl N Already registered C 5 Dec 07

.at N Already registered C 5 Dec 07

.au Y A 6 Dec 07

acknowledged by JPRS
as of December, 2007
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.au Y A 6 Dec 07

.lt Y C 6 Dec 07

.jp Y A/C 6 Dec 07

.mn Y A 21 Dec 07

Y:Yes
N:No

A:member@aptld                 
C:tech@centr
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What is 'WPAD vulnerability'?

• In some circumstances, 3rd party can steal victims' 
web accesses

• Conditions are:

– Victim's PC is configured to use Web Proxy AutoWeb Proxy AutoWeb Proxy AutoWeb Proxy Auto----
Discovery (WPAD)Discovery (WPAD)Discovery (WPAD)Discovery (WPAD)
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Discovery (WPAD)Discovery (WPAD)Discovery (WPAD)Discovery (WPAD)

– Victim's PC is configured to use Domain Suffix

– No appropriate WPAD server is provided in victim's 
organization

– Domain name of victim's organization is registered as 
3LD or further

– 3rd party has domain name 'WPAD' under the same 2LD
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Why WPAD introduces vulnerability?

• WPAD protocol is 'de facto' protocol
– No standard (RFC)

– Assumes literal name 'WPAD' as a proxy information server

– Behavior is implementation dependent

– Vulnerability was found in Microsoft's implementation

<http://www.microsoft.com/technet/security/advisory/945713.mspx>

Copyright © 2008 Japan Registry Services Co., Ltd.Copyright © 2008 Japan Registry Services Co., Ltd.Copyright © 2008 Japan Registry Services Co., Ltd.Copyright © 2008 Japan Registry Services Co., Ltd. 7

<http://www.microsoft.com/technet/security/advisory/945713.mspx>

• Microsoft's implementation
– Tries to resolve the name 'WPAD' down to 3LD by eliminating 

the domain label following 'WPAD' 
(1)wpad.sub.example.ne.jp

(2) wpad.example.ne.jp

(3) wpad.ne.jp
registrants may differ! registrants may differ! registrants may differ! registrants may differ! 

failed

failed
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PC

Web Proxy AutoWeb Proxy AutoWeb Proxy AutoWeb Proxy Auto----DiscoveryDiscoveryDiscoveryDiscovery

①wpad.sub.example.ne.jp’s
IP Address?

②It’s xxx.xxx.xxx.xxx

sub.example.ne.jp
(Authoritative DNS)

wpad.sub.example.ne.jp

（Proxy information server）

Normal case: Expected behavior of WPAD

User’s Domain
sub.example.ne.jp

Copyright © 2008 Japan Registry Services Co., Ltd.Copyright © 2008 Japan Registry Services Co., Ltd.Copyright © 2008 Japan Registry Services Co., Ltd.Copyright © 2008 Japan Registry Services Co., Ltd. 8

③Give me proxy information

④It’s proxy.sub.example.ne.jp

⑤http://example.jp/

⑥

Web Access

（Proxy information server）

proxy.sub.example.ne.jp

（Proxy server）

Web
Contents

Web Access

http://example.jp/
Web Server
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PC ①wpad.sub.example.ne.jp’s
IP Address?

②No such host

sub.example.ne.jp
(Authoritative DNS)

③③③③wpad.example.ne.jp’s
IP Address?

④④④④It’s yyy.yyy.yyy.yyy

Vulnerable case:  Victim’s PC uses 3rd party’s web proxy server

User’s Domain
sub.example.ne.jp

3rd party’s Domain
wpad.example.ne.jp

wpad.example.ne.jp
(Authoritative DNS)

Web Proxy AutoWeb Proxy AutoWeb Proxy AutoWeb Proxy Auto----DiscoveryDiscoveryDiscoveryDiscovery
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④④④④It’s yyy.yyy.yyy.yyy

⑦⑦⑦⑦http://example.jp/

⑧

Web Access

wpad.example.ne.jp

（Proxy information server）

proxy.wpad.example.ne.jp

（Proxy server）

⑤⑤⑤⑤Give me proxy information

⑥⑥⑥⑥It’s proxy.wpad.example.ne.jp

Access log,
Contents, etc.

Web
Contents

Web Access

http://example.jp/
Web Server
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What JPRS did against this vulnerability

Step0: Made the label 'WPAD' reserved under 3LD

Step1: Announced it to registrars first
– Not to affect their hosting services

Step2: Contacted to CERT organizations / ISP 
associations just after the step1
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– To obtain wider reachability for hosting providers

Step3: Announced it to hosting providers
– Not to affect their hosting services

Step4: Announced it to public

� No claim / objection raised from communityNo claim / objection raised from communityNo claim / objection raised from communityNo claim / objection raised from community


