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Microsoft Security Advisory (945713)

<http://www.microsoft.com/technet/security/advisory/945713.mspx>

Click Here to Instal Siverlight.
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Microsoft Security Advisory (945713)

Vulnerability in Web Proxy Auto-Discovery (WPAD) Could
Allow Information Disclosure

Published: December 3, 2007 = Updated: January 9, 2008

Microsoft is investigating new public reports of a vulnerability in the way Windows
resolves hostnames that do not include a fully-gualified domain name (FQDN).
The technology that the vulnerability affects is Web Proxy Auto-Discovery
(WPAD). Microsoft has not received any information to indicate that this
vulnerability has been publicly used to attack customers, and Microsoft is not
aware of any customer impact at this time. Microsoft is aggressively investigating
the public reports. Customers whose domain name begins in a third-level or
deeper domain, such as "contoso.co.us”, or for whom the following mitigating
factors do not apply, are at risk from this vulnerability.

Upon completion of this investigation, Microsoft will take the appropriate action to
help protect our customers. This may include providing a security update through
our monthly release process or providing an out-of-cycle security update,
depending on customer needs.
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JPRS
What happened?

3 Dec 2007: Advisory published (by Microsoft)

4 Dec 2007: Issues discussed among registries

JPRS
6 Dec 2007/: temporarily blocked the registration of
'WPAD' as the 3rd and further level domain labels

12 Dec 2007: decided the label ' WPAD' to be reserved
14 Dec 2007: announced its action to registrars,

CERT, and ISP associations

19 Dec 2007: announced its action to hosting providers

21 Dec 2007: announced its action to the public
]
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Reaction of Registries acknowledged by JPRS
as of December, 2007
TLD Block of Remarks Info Date
wpad.¥* tld source
fr Y C 9 Dec 07
.pl N Already registered C o Dec 07
.at N Already registered C 9 Dec 07
.au Y A 6 Dec 07
It Y C 6 Dec 07
Jp Y A/C 6 Dec 07
.mn Y A 21 Dec 07
\
Y:Yes A:member@aptld
N:No C:tech@centr




What is 'WPAD vulnerability’?

In some circumstances, 3rd party can steal victims’
web accesses

Conditions are:

— Victim’'s PC is configured to use Web Proxy Auto—
Discovery (WPAD)

— Victim's PC is configured to use Domain Suffix

— No appropriate WPAD server is provided in victim's
organization

— Domain name of victim’s organization is registered as
3LD or further

— 3rd party has domain name 'WPAD’ under the same 2LD
e
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Why WPAD introduces vulnerability?

WPAD protocol is 'de facto’ protocol

—  No standard (RFC)

— Assumes literal name 'WPAD’ as a proxy information server
— Behavior is implementation dependent

—  Vulnerability was found in Microsoft's implementation
<http://www.microsoft.com/technet/security/advisory/945713.mspx>

Microsoft's implementation

— Tries to resolve the name 'WPAD’ down to 3LD by eliminating
the domain label following 'WPAD’

(1) wpad.sub.example.ne. jp _

(2) wpad.example.ne. ] failed .
Pt Bes-fe b . registrants may differ!

(3) wpad.ne.ip ¢ failed
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JPRS

JARAN RIGISTRY SERVICLS

Normal case: Expected behavior of WPAD

User’s Domain
sub.example.ne.jp _ \
Web Proxy Auto-Discovery

PC s » sub.example.ne.jp )
: (Dwpad.sub.example.ne.jp’s  (Authoritative DNS) :
. IP Address?

= [ [T

@IF's XXX.XXX.XXX. XXX

K E wpad.sub.example.ne.jp
. (Proxy information server) :

‘. > = 3Give me proxy information :
@lt’s proxy.sub.example.ne.jp 5
“ u ”— ‘..
Q‘ “O5000000000000000000000000000000000000000000000000000000C .t
L
& Web Access
. E' proxy.sub.example.ne.jp : http-//example.jp/
N > . ®http://example.jp/ Plgsasetien Webés_e_rver
Web Acces[s> j

: Web
K Contents /
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JPRS

JAPAN RIGISTRY SERVICES

User’s Domain

sub.example.ne.jp

Web Proxy Auto-Discovery

s . sub.example.ne.jp
: Dwpad.sub.example.ne.jp’s  (Authoritative DNS

IP Address?
@No such host §J

@wpad.example.ne.jp’s

,.> IP Address?
. @It’s yyy.yyy.yyy.yyy
sn ™ —_

®Give me proxy information

I
.

%, ®It’s proxy.wpad.example.ne.jp

Vulnerable case: Victim’s PC uses 3rd party’s web proxy server

3rd party’s Domain
\ wpad.example.ne.jp

wpad.example.ne.jp
(Authoritative DNS)

wpad.example.ne.jp
(Proxy information ser\,:er
— ] .

proxy.wpad.example. ne!p http://example.jp/
(Proxy server) : |Web Server
— ] .

Web
Contents
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What JPRS did against this vulnerability

Step0: Made the label 'WPAD’ reserved under 3LD

Step1: Announced it to registrars first

— Not to affect their hosting services

Step2: Contacted to CERT organizations / ISP
associations just after the stepl

— To obtain wider reachability for hosting providers

Step3: Announced it to hosting providers

— Not to affect their hosting services

Step4: Announced it to public

=» No claim / objection raised from community
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