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Threats
DNS
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• Protect the infrastructure
• Anycast
• Load balancing
• Diversification of platforms

• NSD
• BIND
• FreeBSD
• Linux

• Management and surveillance
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DNSSEC protects from 
some – but not all!
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Hidden Master
* 2

Zone file-
generator

.SE
Customer

DB

.SE:s
Name servers

Zon-
signing

KSK ZSK RNG

Key
Generation
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Safe for the storage of the keys on smart cards and other
equipment required (safe locked in in a locker, sited in the server 
room with very restricted access)



Smart card and smart card reader.



Random Number Generator.



Two KSK’s always in use, with one year of overlap.



1 15 1 15 1 15 1

Month 1 Month 2 Month 3 Month 4

ZSK Key Lifetime

ZSK npre publish post publish

ZSK n-1 post publish

ZSK n+1pre publish

RRSIG (KSK)





Servers involved… Lockable rack is nice to have.
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• ZKT (Holger Zuleger)

• dnssec-tools (SPARTA)

• DISI (RIPE)

• Secure64 (appliance, resolver)

• Xelerance (appliance)
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BadNon-existentNon-existentManagement/Alerts

BadNon-existentBadLogging

AcceptableAcceptableNon-existentof SOA-serial

Automatic counting

GoodNon-existentNon-existentNon-existent

GoodNon-existentNon-existentNon-existent

Status report, signing

BadGoodBadMultiple

GoodGoodAcceptableSingle

Signing

GoodGoodGoodChoice of random source

AcceptableAcceptableBadImporting keys

AcceptableAcceptableAcceptableExporting keys

GoodGoodGoodScripting several zones

GoodGoodGoodMultiple

GoodGoodGoodSingle

Status report, Keys

Non-existentNon existingBadMultiple

GoodGoodGoodSingle

KSK rollover

AcceptableGoodBadMultiple

GoodGoodGoodSingle

ZSK rollover

BadGoodGoodMultiple

GoodGoodGoodSingle

Key generation

DNSSEC-ToolsZKTDISITest matrix
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21/9 – fault reports about availability – routers and clients
cannot reach gavle.se and ockelbo.se

22/9 – DS-records removed for gavle.se and ockelbo.se

23/9 – the domains available again

24/9 – tests of equipment performed
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27/9 – tests performed

– resolving service providers upgraded their software 

2/10 – ISP:s Tele2 and Telia turned DNSSEC on again
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• It all turned out to be a bug in BIND 9.4.1 – AD-flag set 
wrong

In combination with

• Non-excusive software in routers for the consumer (some
Netgear-routers)

Conclusion : A lot of consumer routers aren’t capable of 
DNS.

AND: it is important to have the possibility to switch
DNSSEC on/off on a short notice.
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DNSCHECK - A tool for investigating the quality of DNS-
delegations in .SE. 

Relaunched at end of February with new DNSSEC 
support in code.

Shared through: http://opensource.iis.se/trac/dnscheck

Nagios has been extended to perform basic DNSSEC 
checks:

Warn for signatures close to expire
Test for correct DNSSEC additional processing
Check the integrity of some signatures
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•Replaces NSEC (that allows zone walking). 

•Complicated migration.

•No RFC published yet.

•Software support needed, NSD och BIND.
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Automatic Key Management for .SE

…supporting DNSSEC-Policy-XML (KASP, 
Key and Signing Policy)

…and supporting RFC 5011
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